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Abstract
Unmanned aerial vehicles (UAVs) are increasingly secured

by advanced intrusion detection systems (IDSs) that moni-
tor the holistic sensor–control–actuator pipeline. However,
the robustness of these IDSs has not been systematically
characterized against adaptive, real-time, physically plausi-
ble, and stealthy telemetry perturbations during closed-loop
flight. Prior adversarial studies often rely on open-loop, offline
testing, failing to capture the temporal, dynamic, and closed-
loop constraints inherent to UAV operation. Consequently, it
remains unclear what mission-level impact an in-flight data-
stream attacker can induce while maintaining benign-looking
behavior. We propose SLEIGHT, a novel, real-time, attack
analytics framework that maps the stealth–impact frontier of
closed-loop UAV IDSs under physically plausible perturba-
tions. SLEIGHT trains a phase-conditioned reinforcement-
learning policy with attacker-side plausibility enforcement
to synthesize bounded perturbations maximizing mission
impact under stealth and feasibility constraints. Using Pix-
hawk hardware- and software-in-the-loop experiments with
MAVSDK, SLEIGHT benchmarks four IDSs, including state-
of-the-art controller- and actuator-aware holistic IDSs such
as PID-Piper and ConFIDe. SLEIGHT consistently achieves
high no-alarm rates across diverse and multi-UAV missions
(>96% in single-channel GPS, sustaining >95% and >90%
against ConFIDe and PID-Piper, respectively) while induc-
ing trajectory drift and landing displacement up to ≈11 m in
single UAV HITL and > 60 m in swarm scenarios.

1 Introduction

Unmanned aerial vehicles (UAVs) are increasingly deployed
in disaster response, defense, agriculture, infrastructure in-
spection, and environmental monitoring [30, 43]. Modern
UAVs achieve autonomy through a closed-loop pipeline that
couples sensing, state estimation, control, and actuation. At
each control cycle, navigation-related measurements such
as position, velocity, attitude, and altitude are fused by the
estimator and used by the controller to compute actuator
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Figure 1: UAV closed-loop and measurement-driven operation.

commands [12] (Fig. 1). This measurement-driven loop cre-
ates a practical cyber-physical attack surface, i.e., if an at-
tacker rewrites MAVLink state messages consumed by an
offboard controller (e.g., via a compromised companion relay
or MAVLink router on the autopilot–offboard link), small
navigation biases can propagate through feedback to cause
mission-level effects such as trajectory drift, unsafe separa-
tion, or off-target landing [5, 21, 22].

As UAVs increasingly operate in beyond-visual-line-of-
sight (BVLOS) settings with minimal human oversight, in-
trusion detection systems (IDSs) are widely used to detect
anomalous behavior and trigger failsafe responses [19, 37].
Recent UAV IDSs are holistic, combining multivariate sig-
nals spanning sensors, estimator outputs, controller variables,
and actuator behavior [6, 8, 10, 41]. Such fusion can improve
robustness against single-channel spoofing and simple cross-
signal inconsistencies [10, 17]. However, robustness against
adaptive, real-time telemetry manipulation in closed-loop
flight remains insufficiently characterized; for instance, pertur-
bations that stay below alarm thresholds at each step can still
accumulate over long horizons into meaningful operational
as well as safety risk.

A central reason is that many adversarial evaluations rely
on offline datasets or open-loop perturbations [11, 14]. These
settings miss temporal dependencies, estimator dynamics, and
feedback effects that determine feasibility and detectability
during flight. Thus, it is difficult to quantify the boundary
between stealth (remaining within detector tolerance) and
impact (inducing mission-level deviation) under realistic ac-
cess and feasibility constraints. Moreover, studies often report
either detection outcomes or disruption metrics in isolation,



rather than their joint tradeoff under a thresholded decision
rule [42,44]. Concretely, we lack a principled way to answer
that under physically plausible telemetry manipulation, how
much mission deviation can an attacker induce while remain-
ing nominal-looking to a deployed IDS over an entire �ight?

Hence, we present SLEIGHT (SynthesizingLegitimate-
lookingEvasiveInputs toGenerateHiddenThreats), a closed-
loop attack analytics framework that maps the stealth–impact
frontier of UAV IDSs under physically plausible telemetry
perturbations. As shown in Fig. 2, bounded telemetry rewrites
at the autopilot–offboard interface lead to a gradual naviga-
tion shift while remaining below the IDS detection score.
SLEIGHT uses stealthy perturbation generation as the mecha-
nism for robustness evaluation; its primary objective is to char-
acterize where UAV IDSs remain robust, and where bounded
closed-loop telemetry manipulation can still induce mission-
level deviation. SLEIGHT enables systematic evaluation
across single- and coordinated multi-sensor manipulations,
varying �ight and environmental complexities, and multi-UAV
scenarios. SLEIGHT operates under a partial-information ad-
versary operating along realistic data paths. The attacker can
bias a limited subset of navigation-related channels via an
onboard relay (e.g., a companion computer) that forwards
�ight telemetry (e.g., MAVLink), consistent with prior UAV
communication attack and detection settings [5,21,22]. The
attacker obtains benign-like telemetry through reconnaissance,
as in prior UAV threat models [18] and CPS deception set-
tings [33]. The threat model is formalized in Section 4.

To synthesize perturbations online, SLEIGHT combines
phase-conditioned sequential learning with runtime plausibil-
ity enforcement. Of�ine, it learns (i) an attacker-side plausi-
bility scorer from reconnaissance telemetry and (ii) a phase-
conditioned sequential policy regularized by a realism prior
to maximize an impact proxy under bounded feasibility con-
straints. Online, the policy is executed with lightweight per-
step scaling and projection (via bisection on perturbation
magnitude) to enforce plausibility and physical feasibility
at each control cycle, enabling closed-loop, state-dependent
adaptation without using deployed IDS scores or parameters.

We evaluate SLEIGHT in a closed-loop PX4 environment
using MAVSDK, and validate key �ndings with hardware-
/software-in-the-loop experiments on Pixhawk �ight-control
�rmware. Across diverse single- and multi-UAV missions
and four IDS architectures (including controller- and actuator-
aware holistic IDSs), SLEIGHT maintains high no-alarm rates
while inducing measurable trajectory drift and landing dis-
placement (up to� 11 m in our testbed). We also analyze
robustness under practical uncertainty sources such as �ight
complexity, environmental conditions, threshold estimation
error, and decision-boundary drift. Our results quantify the
stealth-impact frontier of thresholded UAV IDSs under limited
adversarial access and limited prior knowledge. We summa-
rize our contributions as follows:

• We formalize closed-loop UAV IDS robustness analysis

Figure 2: Motivating example: Bounded telemetry rewrites at the
MAVLink interface bias offboard references, accumulating into land-
ing displacement while the IDS stays below its alarm threshold.

as stealth-constrained mission impact maximization, en-
abling direct quanti�cation of the stealth-impact frontier
for thresholded detectors under feasibility constraints.

• We present SLEIGHT, an attack analytics framework
that synthesizes physically plausible, fusion-consistent
perturbations for closed-loop IDS robustness evaluation
across missions and multi-UAV scenarios.

• We conduct a comprehensive closed-loop evaluation
showing consistent stealth–impact tradeoffs across sev-
eral representative IDS designs, including mission-level
effects under bounded, plausible perturbations.

• We provide hardware-/software-in-the-loop validation
on �ight-controller �rmware and release a reproducible
PX4 SITL + MAVSDK pipeline with scenario con�gu-
rations to support future IDS benchmarking [39].

2 Background

Here, we overview the closed-loop pipeline and its constraints,
the IDS families evaluated in this work, and MAVLink teleme-
try mediation as a practical injection surface.
UAV Telemetry and Real-Time Pipelines: At control stept
with periodDt, the stack produces a time-aligned telemetry
vector xt and updates estimation/control:

st = E(x 1:t); ut = C (st ; r t ); zt+1 = P (zt ;ut ;wt )

Autopilots run nested loops at heterogeneous rates, with IMU-
driven estimation and attitude/rate control faster than GPS
navigation updates [32]. Thus, telemetry perturbations must
be feasible per update: values must satisfy message type, unit,
range, timing, and per-step dynamics expected by the estima-
tor/controller. Closed-loop attackers must therefore synthesize
within the targeted channel's per-step budget and maintain
temporal coherence at the runtime update rate. Otherwise, the
injected stream can lag or create rate/update inconsistencies,
even if it appears benign of�ine. PX4 scheduling and con�g-
ured publication rates make this a runtime constraint [3].



UAV IDS Families and Limitations: IDSs typically com-
pute an anomaly score from telemetry data and issue an
alarm when the score exceeds a threshold. A common class
is reconstruction-based detection:

` recon(xt ) = kx t � f q(xt )k2
2; alarm if `recon(xt ) > t (1)

Boundary-based one-class methods similarly de�ne an ac-
ceptance region. Holistic designs augment features with con-
troller and actuator signals, detecting via cross-signal consis-
tency rather than sensor statistics alone. Our evaluation cov-
ers these families, including controller/actuator-aware PID-
Piper [17] and ConFIDe [10]. Section 3 details this limitation
in prior work.
Telemetry Injection Surface (MAVLink and Companion
Mediation): Telemetry can be manipulated along MAVLink
forwarding paths between the �ight controller, GCS, and on-
board components. MAVLink2 supports optional signing but
no encryption; without signing, an on-path adversary can
modify or replay protocol-valid telemetry [2]. We assume
signing, or equivalent integrity protection, is absent on the
targeted link; otherwise, endpoint/key compromise would be
required and is out of scope. Signing hardens protected links
against on-path modi�cation, but does not prevent attacks
from trusted endpoints, such as compromised companion pro-
cesses. Thus, we treat integrity protection as hardening while
still evaluating IDS robustness at realistic telemetry interfaces.

Companion computers use MAVLink to relay traf�c among
the autopilot, GCS, and peripherals [1,3], making companion-
mediated rewriting a realistic injection point. Prior work
demonstrates MAVLink injection in SITL/Pixhawk HITL,
and MUVIDS evaluates IDS detection under false MAVLink
messages [22]. Although we implement attacks through
MAVLink mediation, common in PX4 offboard/companion
setups, SLEIGHT is not MAVLink-speci�c. The same en-
forcement and frontier analysis apply to other telemetry-
consumer interfaces, such as ROS/middleware, by rede�ning
xt , M, and PW.

3 Related Works
We group prior work into four themes: (i) UAV sen-
sor/protocol attack surfaces, (ii) adversarial ML for IDS eva-
sion, (iii) CPS stealth–impact analysis/falsi�cation, and (iv)
holistic UAV IDSs that fuse sensing, control, and actuation.
Sensor-level attacks on UAVs: Dash et al. [16] learn in-
variant thresholds but do not model environmental variation.
Khazraei et al. [25, 26] coordinate camera and sensor at-
tacks, reporting reduced impact under sensor fusion. Trac-
tor Beam [34] and Son et al. [45] demonstrate single-sensor
spoo�ng (e.g., GPS, acoustic) with mission diversion, without
end-to-end evaluation under multi-sensor fusion and closed-
loop IDS monitoring. RVFuzzer [28] and MAYDAY [27]
focus on input �aws or of�ine analysis and do not address
adaptive, closed-loop synthesis. ConfuSense [18] shows per-
sistent effects from a single malicious bus message. These

works motivate realistic attack surfaces, but they do not quan-
tify long-horizon mission deviation under bounded, tempo-
rally coherent perturbations while staying within the operating
region of holistic UAV IDSs.
Adversarial ML for IDS evasion: Adversarial ML shows
that learned models can be evaded under bounded pertur-
bations. Kurakin et al. [29] study adversarial examples for
time-series inputs in mostly static settings. In UAV security,
Asif et al. [11] use adversarial learning for IDS hardening
through retraining rather than attacks. Alshahrani et al. [7]
and Sarikaya and Bahtiyar [38] consider GAN-generated IDS
attacks but omit closed-loop constraints and multi-sensor co-
ordination. Strickland et al. [40] combine GANs with RL for
IDS improvement, but evaluate of�ine. Wang et al. [44] dis-
cuss telemetry manipulation, focusing on deviation metrics
without closed-loop evasion analysis. Xue et al. [46] show
GPS spoo�ng as a single-sensor weakness. Uludag et al. [42]
exploit cross-sensor relations for deception, but not real-time
closed-loop synthesis with per-step feasibility. Transferability
studies [35] motivate attacker-side reconnaissance learning
without deployed-model access.
IDS evasion and stealth–impact analysis in CPS: Prior
work links stealth to operational impact via invariants (SAV-
IOR [36]), of�ine residual-driven objectives [24], or temporal-
logic falsi�cation [15]; related works in safe RL focus on
policy safety rather than IDS evasion [23]. SLEIGHT pro-
vides a real-time, multi-sensor perturbation generator inte-
grated with PX4 closed-loop control, with per-step feasibility
enforcement and mission-level impact measurement.
Real-time and online evasion with reinforcement learn-
ing: Recent work demonstrates that RL agents can perturb
streaming inputs to evade sequence-based anomaly detectors
under bounded modi�cation constraints (e.g., online evasion
pipelines [20]). This motivates real-time evasion evaluation
beyond of�ine replay. SLEIGHT specializes this direction to
closed-loop UAV telemetry, where feasibility is de�ned by
runtime message semantics and update rates, and where mis-
sion impact must be measured through closed-loop execution
rather than of�ine score manipulation.
Holistic and fusion-aware UAV IDSs: ConFIDe [10] and
PID-Piper [17] are holistic UAV IDSs that fuse sensing, con-
trol, and actuation signals to resist single-channel spoo�ng
and simple inconsistencies, relying on of�ine-trained detec-
tion boundaries. Following community practice in evasion-
oriented IDS evaluations that benchmark multiple detector
families and operating points [13], we evaluate multiple IDSs,
including holistic designs under closed-loop operation.
Differences: To address these limitations, SLEIGHT instan-
tiates a closed-loop attack analytics pipeline in PX4 that
(i) learns attacker-side models from reconnaissance teleme-
try, (ii) proposes phase-conditioned perturbation directions,
and (iii) enforces attacker-side plausibility and feasibility
constraints at runtime via maximal-feasible scaling, without
querying deployed IDS scores during synthesis. We then



quantify the resulting stealth–impact frontier across missions,
multi-sensor and multi-UAV settings, and multiple IDS fami-
lies, including holistic controller- and actuator-aware designs.

4 Threat Model and Problem De�nition

We study stealth-constrained telemetry-integrity attacks in
closed-loop �ight, where an adversary perturbs limited naviga-
tion �elds while an IDS monitors the sensor-control-actuation
pipeline. We distinguish the deployed IDS scoreF(�) , used
only for evaluation, from the attacker-side plausibility score
S(�), used for synthesis and runtime enforcement; the attacker
never observes, queries, or optimizes F(�) online.

4.1 System Model

At control stept 2 f1; : : : ;Tg with periodDt, the system pro-
duces telemetry xt 2 Rd and updates estimation/control in
closed loop as follows:

st+1 = F (s t ;ut ;env); ut = p(s t ; r t ) (2)

In our PX4+MAVSDK setting, mission logic runs as an off-
board control process that consumes a recent telemetry win-
dow and outputs references rt (e.g., position/velocity set-
points) sent back to the autopilot. Thus, manipulating the
telemetry stream that this offboard process consumes can al-
ter rt and induce mission-level deviation under closed-loop
control. A deployed IDS computes an anomaly score over a
recent window wt = [x t�W+1 ; : : : ;xt ] 2 RW�d :

F(wt ) 2 R �0 ; alarm if F(wt ) > t F (f(t)) (3)

where f(t) 2 ftakeoff, transit, hover, landingg is the �ight
phase. The thresholding rule in(3) models the deployed de-
tector; it is not available to the attacker during synthesis. As
one example, reconstruction-based IDSs instantiateF(�) as a
windowed reconstruction error; our attacker does not observe
F and does not tune attacks to any speci�c F form.

4.2 Adversary Capabilities and Restrictions

Placement: We model an in-path adversary that can read and
rewrite MAVLink messages between the autopilot and the off-
board controller (and co-located IDS), e.g., via a compromised
relay or MITM. This aligns with prior work demonstrating
false MAVLink injection in SITL/HITL settings [22].
Manipulation: Let M 2 f0;1g d denote a mask over attack-
able channels, where M is a strict subset of the IDS feature
set. For example, it covers navigation-related channels, while
actuators/PWM/control variables used by holistic IDSs are
never modi�ed. At each step, the attacker injects

x0
t = x t +M�d t (4)

wheredt is bounded. Attacks may be single-channel (e.g.,
GPS position) or coordinated across multiple channels (e.g.,
GPS altitude and barometric altitude) to preserve estimator-
level consistency. The attacker preserves protocol-valid for-
matting and �eld semantics for modi�ed messages.

Restrictions: The attacker does not modify �ight �rmware, es-
timator/controller code, safety logic, mission plan/waypoints,
cryptographic keys, or the IDS implementation, or assume RF
denial (e.g., jamming). Attacker does not access IDS's inter-
nals or query the deployed IDS scoreF(�) online. We assume
that MAVLink2 optional message signing is not enabled on
the targeted communication link; when signing is con�gured,
an attack would require endpoint/key compromise, which is
outside the scope of this work. As such, attackers target sys-
tems where signing is disabled, inconsistently deployed, or
not enforced end-to-end. Although signing is recommended
for secure deployment, it requires explicit key provisioning
and coordination across components, introducing operational
overhead [4]. This can result in inconsistent implementations,
particularly in SITL/HITL and companion-mediated pipelines.

4.3 Reconnaissance and Attacker Plausibility

Because the attacker does not observeF(�) , we parameter-
ize benign-looking behavior using an attacker-side plausibil-
ity model trained from benign-like data on the attackable
channels. The attacker is assumed to obtain benign telemetry
Dbenign for the attackable channels through reconnaissance
(e.g., controlled collection on a comparable platform or ob-
servation of operationally similar �ights). Using this benign
dataset, the attacker trains a plausibility scorer:

S(vec(wt )) 2 R �0 (5)

wherevec(�) �attens a window. SLEIGHT is agnostic to the
speci�c plausibility scorer (S(�)); we instantiate it with an AE
residual, but any one-class score (e.g., OCSVM/SVDD or den-
sity/predictor residuals) can be substituted without changing
Alg. 1 or (11). The attacker calibrates (t A(f) ) from benign re-
connaissance via (6), while robustness is evaluated solely
against the deployed IDS (F(�) ).Attacker sets operational
stealth threshold from benign quantiles (phase-conditioned):

t A(f) = Quantile q
�
fS(vec(w)) : w 2 D benign; f(w) = fg

�

(6)
The attacker estimatesf(t) from the observable window; it is
not assumed as a hidden label. To model realistic uncertainty,
we evaluate calibration mismatch by varying (i) the amount
of reconnaissance data used to �tS(�) andt A(�) , (ii) biased or
noisy tA(�) estimates, and (iii) phase-estimation errors.

Reconnaissance mismatch can reduce reliability. If target
�ights differ from reconnaissance data due to wind, sensor
noise, payload, or dynamics, the attacker-side score distribu-
tion may shift. This can increase the time required to �nd
feasible perturbations and may increase exposure risk when
t A(f) is overestimated. SLEIGHT mitigates this by tightening
thresholds viak and by optionally rolling and recalibrating
from recent benign-looking windows.



Figure 3: SLEIGHT overview: Of�ine, benign telemetry trains preprocessing, the plausibility model (S(�)), realism prior (D(�)), and a
phase-conditioned perturbation policy. Online, the policy proposes a direction and selects the largest feasible scale (a?

t ) before injection.

4.4 Stealth and Feasibility Constraints

SLEIGHT enforces stealth w.r.t the attacker-side score:

S(vec(w0
t )) � t A(f(t)) 8t (7)

where w0
t = [ x0

t�W+1 ; : : : ;x0
t ]. To reduce stealth failures under

reconnaissance mismatch, the attacker can enforce a tightened
threshold (t 0

A(f) = (1�k)t A(f) ) ((k 2 [0;1)) ), trading impact
for robustness. If benign-like segments are observable online,
(t A(f) ) can also be updated via rolling quantiles of recent
(S(�)) scores We enforce bounded and smooth perturbations
in (8) and project injected values onto a valid domainWbefore
encoding in (9):

kM �d tk¥ � e; kM � (d t � d t�1 )k¥ � s (8)

x0
t  P W(x0

t ) (9)

At runtime, SLEIGHT proposes a perturbation directionDxt
and applies a scale a 2 [0;1]:

x0
t (a) = x t +a

�
M �Dx t

�
(10)

SLEIGHT chooses the maximal feasible scale
a?

t = max
a2[0;1]

a s.t.S
�
vec(w0

t (a))
�

� t A(f(t));



 M �d t (a)






¥ � e;



 M �

�
dt (a) � d t�1

� 




¥ � s;

x0
t (a) 2 W

(11)

wheredt (a) is the induced perturbation in(4) under scal-
ing (10). If no a > 0 satis�es the constraints for a given step,
SLEIGHT injects xt (i.e.,a?

t = 0 ) unmodi�ed, accepting zero
impact at that step, instead of risking detection.
Objective and Metrics: The attacker maximizes mission-
level deviation over the horizon subject to(7)-(11). Impact
is measured via closed-loop outcomes (trajectory/landing de-
viation; for multi-UAVs, minimum pairwise separation). We
use the term anomaly score only for IDS outputs such as
reconstruction error or CUSUM residuals, whereas trajec-
tory deviation, landing displacement, and trajectory-deviation
MSE denote physical mission-impact metrics rather than de-
tector scores. IDS robustness uses the deployed alarm rule(3),
reporting per-step and per-�ight no-alarm rates. Attacker mod-
els (S; tA), budgets(e;s), and the SLEIGHT pipeline are held
�xed across IDSs; only evaluation changes via the deployed
F(�) and tF (�).

5 Technical Details of SLEIGHT Framework

SLEIGHT synthesizes and injects bounded telemetry per-
turbations under the threat model in Section 4. At stept,
xt 2 Rd denotes the feature vector constructed from MAVLink
messages consumed by the offboard control process to com-
pute references rt in the PX4+MAVSDK loop (e.g., posi-
tion, attitude, etc.) We write the recent window as wt =
[xt�W+1 ; : : : ;xt ] 2 RW�d and inferred �ight phase asf(t) 2
ftakeoff; transit;hover; landingg. The attack mask is M2
f0;1gd. SLEIGHT uses attacker-side plausibility scoreS(�)
and a realism priorD(�) during training and online enforce-
ment. Deployed IDS scoresF(�) are used only for evaluation.

5.1 Overall Architecture and Work�ow

SLEIGHT operates in two stages. Of�ine training: Given
benign telemetry tracesDbenign = f xtg, SLEIGHT: (i) �ts
preprocessing (normalization and per-channel scaling) used
consistently by all attacker-side models, (ii) trains an attacker-
side plausibility scorerSq(�) over windows wt , (iii) trains a
realism priorDy (�) over windows to score benign-likeness,
(iv) trains a phase-conditioned sequential policypj that pro-
poses a per-step perturbation directionDxt from the current
window representation and phase.

Online synthesis and injection: At each step, as shown in
Fig. 3, SLEIGHT receives the current window wt and phase
estimatef(t) , samples a perturbation directionDxt  p j (�) ,
and applies runtime acceptance to select the maximal scale
a?

t 2 [0;1] satisfying the attacker-side stealth constraint, fea-
sibility bounds, and domain constraints. The injected teleme-
try is x0

t = xt + a ?
t (M � D xt ) after domain projection, and it

is written into the MAVLink stream consumed by the off-
board process so that rt is computed from the perturbed win-
dow. At runtime, the feasibility gate acts as a post-processor
over the policy's proposed perturbation directionDxt , i.e.,
rather than injectingDxt directly, SLEIGHT scales and (if
needed) projects the proposal to ensure all feasibility/stealth
constraints in (7)- (11) are satis�ed at each time step.
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