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Abstract—Phasor measurement units (PMUs) have enhanced
WAMPAC-based grid operations but also exposed them to
optimized false data injection attacks (OFDIAs) that manipulate
PMU data to disrupt stability and evade conventional bad data
detection (BDD). Our research shows that machine learning-
based intrusion detection systems (IDSs)—including RNN-LSTM
and CNN-LSTM—are vulnerable not only to common adversar-
ial methods (FGSM, BIM, PGD, MIM) but also to PMU-specific
attacks exploiting temporal and spatial data dependencies. To
address these challenges, we propose a novel IDS that integrates
generative adversarial networks (GANs) with long short-term
memory (LSTM) models within the WAMPAC framework. We
formalize PMU-specific adversarial attacks, demonstrate the
vulnerabilities of existing IDS models under these scenarios, and
develop a hybrid GAN-LSTM architecture capable of detecting
both optimized and adversarial attacks. Validation using the
IEEE 39-bus system with real-time simulation on OPAL-RT
shows that our GAN-LSTM IDS effectively detects adversarial
and optimized OFDIAs, significantly improving detection ac-
curacy over state-of-the-art models. Our results highlight the
critical importance of adversarial robustness in securing PMU-
enhanced power grids against evolving threats.

Index Terms—intrusion detection system, optimal false data
injection attack, adversarial attacks, GAN-LSTM, WAMPAC,
PMU data, cybersecurity, smart grid

I. INTRODUCTION
A. Motivation

As power grids increasingly rely on real-time data for
stability and efficiency, they become more vulnerable to so-
phisticated cyber-physical threats. WAMPAC systems utilizing
PMUs are central to this data-driven management but intro-
duce new security challenges amid growing targeted cyber-
attacks. Recent analyses, including Jimada-Ojuolape et al.,
highlight a sharp rise in threats to PMU networks—such
as data integrity attacks, communication vulnerabilities, de-
vice spoofing, and coordinated cyber-physical attacks—that
compromise grid stability by manipulating critical data and
disrupting time synchronization [1]. One challenging threat is
the optimal false data injection attack (OFDIA), which strate-
gically manipulates PMU data to produce false yet optimized
inputs that evade traditional detection mechanisms. Tu et al.
demonstrated that conventional threshold-based methods fail

to detect nearly 40% of these optimized attacks, as they strug-
gle to differentiate subtle anomalies from regular operational
variations [2]. Traditional bad data detectors (BDDs), relying
on threshold checks or residual analysis, are often evaded by
subtle deviations engineered through these OFDIAs.

Existing works have successfully detected stealthy FDIAs
that bypass BDDs using intrusion detection systems (IDS) like
RNNs [3] and CNN-LSTMs [4], which learn from temporal
and spatial data dependencies to detect OFDIAs. However,
these models remain vulnerable to adversarial attacks such as
FGSM and PGD. While various studies have explored these
adversarial attacks, they often focus on generic threats and
overlook critical PMU-specific vulnerabilities. Underexplored
areas include temporal attacks that exploit the time-sensitive
nature of PMU data, phase-specific attacks targeting individual
phases in three-phase systems, residual-based bypass attacks
designed to evade residual analysis, and topology-aware at-
tacks leveraging grid topology and critical PMU locations.
This highlights the need for IDSs capable of addressing
adversarial as well as PMU-specific threats.

To address these challenges, we propose a novel IDS that
combines generative adversarial networks (GANs) and LSTM
networks specifically designed to handle the limitations of tra-
ditional methods. The GAN component learns the distribution
of PMU data under normal operating conditions, creating a
reference model that can effectively detect deviations intro-
duced by OFDIAs. Specifically, the GAN’s generator simu-
lates PMU data patterns, while the discriminator detects subtle
irregularities by distinguishing real data from synthetic. This
enables the GAN to capture anomalies that evade detection by
traditional threshold-based methods. Additionally, the LSTM
component captures time-dependent patterns in PMU measure-
ments, which is essential for detecting gradual, time-sequential
deviations caused by OFDIAs. A key element of our approach
is adversarial training. It improves IDS robustness by exposing
it to adversarial examples, ensuring the detection of both
standards (FGSM, PGD) and PMU-specific (temporal, phase-
specific, residual-based, topology-aware) attacks. Integrating
our GAN-LSTM design into WAMPAC enables the IDS to
adapt to evolving grid conditions to detect sophisticated,



stealthy threats, improving grid cyber-resilience continuously.

B. Related Works

FDIA detection in WAMPAC has become increasingly im-
portant with the rise of PMU deployment and associated vul-
nerabilities. Hyder et al. applied machine learning for anomaly
detection in WAMPAC, focusing on FACTS to monitor power
flow changes [5], while Chen et al. leveraged ML in HVDC-
based WAMPAC to withstand large-scale attacks [6]. Although
these methods efficiently flag general anomalies, they struggle
with OFDIAs that subtly evade static detection. Berghout
et al. employed particle swarm optimization to boost deep
learning models against adversarial threats in smart grids [7],
but their reliance on historical, static optimization still limits
effectiveness against real-time adaptive FDIAs.

Zadsar et al. applied deep learning to detect tempo-
ral anomalies in PMU data, effectively addressing time-
synchronization attacks in WAMPAC [8]. However, lacking a
baseline model for subtle, optimized FDIA patterns, their ap-
proach struggles to detect minor deviations that mimic normal
operations. Intriago and Zhang employed an instance-selection
model to filter PMU data for real-time event detection in
cyber-physical systems, enhancing general anomaly detection
but lacking the sequential pattern recognition needed to iden-
tify stealthy, evolving FDIAs [9]. Similarly, Ravikumar and
Govindarasu investigated real-time anomaly detection within
WAMPAC’s wide-area damping control but did not address
gradual deviations caused by optimized FDIAs appearing as
incremental data changes [10]. Khalaf et al. proposed an RNN-
LSTM model to capture temporal dependencies in PMU data
for detecting stealthy FDIAs [3], while Li et al. developed
a CNN-LSTM architecture analyzing spatial and temporal
correlations to enhance detection accuracy [4].

While existing works can detect FDIAs that bypass BDDs,
they remain vulnerable to PMU-specific adversarial attacks,
which have not been thoroughly explored. Hence, we propose
a GAN-LSTM IDS with adversarial training to detect FDIAs
and PMU-specific attacks. To the best of our knowledge, this
is the first work to integrate adversarial training for detecting
PMU-specific attacks, including temporal, phase-specific, and
topology-aware perturbations, within WAMPAC framework.

C. Contributions

This work makes the following key contributions to secure
power grids against OFDIAs and PMU-specific adversarial
attacks within the WAMPAC framework:

o We introduce a formalization of PMU-specific adversar-
ial attacks, including temporal, phase-specific, residual-
based, and topology-aware attacks, which exploit the
unique temporal and spatial dependencies in PMU data,
and we experimentally validate that these attacks evade
the state-of-the-art RNN-LSTM and CNN-LSTM models.

o We propose a hybrid GAN-LSTM IDS that incorporates
adversarial training, enabling it to dynamically model
normal PMU data distributions and detect FDIAs and
PMU-specific adversarial attacks.

o We validate the GAN-LSTM IDS on the IEEE 39-bus
system using an OPAL-RT real-time simulator, demon-
strating its effectiveness in detecting adversarial and OF-
DIAs, significantly improving detection accuracy com-
pared to state-of-the-art models.

II. PMU-SPECIFIC ATTACK FORMALIZATION
A. Background and Motivation

PMUs are vital in WAMPAC systems, but introduce vul-
nerabilities due to their time-sensitive, highly correlated data.
This makes them prime targets for sophisticated adversarial
attacks These attacks can destabilize the grid while evading
conventional detection systems by injecting perturbations sim-
ilar to natural grid fluctuations. We formalize four classes
of PMU-specific adversarial attacks—temporal, phase-specific,
residual, and topology-aware—each mathematically defined to
highlight its principles.

B. Formalization of PMU-Specific Adversarial Attacks

1) Temporal Attacks: Temporal attacks exploit the time-
sensitive nature of PMU data by introducing perturba-
tions aligned with natural oscillatory patterns or transient
events. These perturbations are crafted to mimic system
dynamics, making them challenging to detect. Let X; =
[€t1,%t2,..., 2T, denote the PMU data vector at time ¢,
where x; ; represents the measurement from the i-th PMU. A
temporal attack perturbs X; as follows:

Xetldv — Xt +€- Sin(wt + ¢)7 (1)

where ¢ is the perturbation magnitude, w is the oscillation
frequency, and ¢ is the phase shift. The sinusoidal term ensures
alignment with grid dynamics, increasing attack’s stealthiness.

2) Phase-Specific Attacks: In three-phase power systems,
phase-specific attacks target individual phases (A, B, or C),
introducing imbalances propagating through system. Such
attacks are damaging in unbalanced grids or in fault conditions.
Let X; = [z¢,4, Tt B, %t,c] denote the PMU measurements for
phases A, B, C. A phase-specific attack modifies phase(s) as:

X4 = X, + P, )

where P = [pa, pp,pc] and p; = ¢; if phase i is targeted, oth-
erwise p; = 0. The perturbation vector P ensures disruptions
of specific phases, creating grid-destabilizing imbalances.

3) Residual Attacks: Residual attacks aim to bypass state
estimation by crafting perturbations that minimize detection in
residual analysis. These attacks introduce subtle deviations in
PMU data designed to align with the estimated state. Let X
be the state estimate derived from PMU data. The residual is:

r=X-X. 3)
A residual attack generates adversarial data XV such that:
e = X - X|| < 7, )

where 7 is the detection threshold; by ensuring the residual
remains within the acceptable range, these attacks evade
conventional detection mechanisms.
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Fig. 1: PMU-specific adversarial attacks (a) temporal (p.u.), (b) residual (p.u.), (c) phase, and (d) topology evading CNN-LSTM IDS.
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Fig. 2: PMU-specific adversarial attacks (a) temporal (p.u.), (b) residual (p.u.), (c) phase, and (d) adversarial evading RNN-LSTM IDS.

4) Topology-Aware Attacks: Topology-aware attacks lever-
age knowledge of the grid topology to selectively target critical
PMU locations or lines, amplifying the impact on grid stability.
These attacks introduce perturbations based on the grid’s
connectivity matrix T. Let X, = [x1, 22, ..., 2] denote
the PMU data vector and T be the connectivity matrix with
elements ¢;; representing the connectivity between nodes 7 and
7. A topology-aware attack modifies X; as:

X =X, 4¢e-T-v, (5)

where v is a vector indicating the critical nodes targeted by
the attack, the term T - v ensures that the perturbation aligns
with the grid topology, maximizing its disruptive potential.
PMU-specific adversarial attacks reveal the limitations of
existing IDS models like RNN-LSTM and CNN-LSTM, which
lack robustness against such targeted perturbations. Figures 1
and 2 show the performance degradation of these models
under various attack scenarios, highlighting the need for ad-
versarially robust IDS architectures. Our IDS addresses these
challenges by integrating adversarial training and leveraging
the unique temporal and spatial dependencies in PMU data.

III. PROBLEM FORMULATION

PMU data streams are susceptible to sophisticated attacks.
We address detecting three threat categories in PMU-enhanced
grids: (1) OFDIAs, carefully crafted perturbations that evade
BDDs while destabilizing operations; (2) generic adversarial
attacks, gradient-based methods (FGSM, BIM, PGD, MIM)
exploiting detection model flaws; and (3) PMU-specific adver-
sarial attacks, newly formalized to target the unique temporal,
spatial, and topological features of PMU data.

We define this as an anomaly detection problem, where
the objective is to determine whether PMU data sequences
are benign or under attack. The proposed IDS must address
the following goals. (1) Detect OFDIAs that bypass BDD
mechanisms and undermine grid stability. (2) Detect generic
adversarial attacks targeting the vulnerabilities of detection

systems. (3) Detect PMU-specific adversarial attacks exploit-
ing temporal, phase, and topological properties of PMU data.

Let x; = {v},v?,..., 0"} denote the set of PMU readings
at time ¢, where n is the number of PMUs. Each PMU reading
v} comprises multi-channel data, such as voltage magnitudes,
angles, and frequency measurements. An attack introduces
perturbations d; to the normal PMU measurements, yielding

thmaCk = x; + 0y, 6)

where d; is designed to evade detection mechanisms. For each
attack type, the perturbations are computed as follows (1)
OFDIAs: The perturbation d; is optimized to remain within
the operational thresholds of BDDs while maximizing grid
instability. (2) Generic adversarial attacks: Perturbations are
computed as d; = e - sign(Vx, L), where € the perturbation
magnitude, £ the loss function, and Vy,£ the gradient.
(3) PMU-specific adversarial attacks: The perturbation 9§,
exploits unique PMU characteristics: temporal correlations,
phase imbalances, residual deviations, or topology constraints.
Detection Goal: The IDS aims to learn a function f: R" —
{0,1}, where f(x;) = 1 indicates an attack and f(x;) = 0
indicates benign data. Formally, the IDS must:

for attack-induced data, (7)
for benign data. ()

max p(y = 1| x;)
min p(y = 1| x¢)

IV. PROPOSED GAN-LSTM INTRUSION DETECTION
SYSTEM

This section details the architecture, adversarial training
strategy, and detection mechanism of the proposed GAN-
LSTM-based IDS integrated within a WAMPAC framework.

A. Architecture

The GAN-LSTM IDS comprises three core components:
Generator, Discriminator, and LSTM network. These compo-
nents address the challenges faced by diverse attack scenarios.



1) Generator: Generator G the benign PMU data distri-
bution to produce realistic adversarial samples. Given noise
vector z ~ N(0, I), generator maps z to synthetic data z&":

¥ = G(z), ©))

where 22" mimics the distribution of real benign data. The
generator is optimized using the following loss function:

L6 =Eeny, [log(1 - D(G(2))], (10)

where D is the discriminator. This loss drives the generator to
create challenging adversarial samples for the discriminator.
2) Discriminator: The Discriminator D distinguishes be-
tween benign data, adversarial samples, and generator-
synthesized data. For an input 2, D(z) represents the proba-
bility that = is benign. The discriminator is trained using the
following loss to minimize false positives and false negatives.

LD = Eonppon [108 D(2)] + Egen(z) [ log(1 — D(25))],

1D

3) LSTM Component: The LSTM network captures the

temporal dependencies in PMU data enhancing detection

of time-correlated anomalies. For a sequence data points
{zt, 441, ..., 2e47}, LSTM encodes temporal patterns as:

I’Lt :LSTM(It,ht_l), (12)

Where h; is the hidden state that summarizes the sequential
context. The LSTM output is integrated with the discrimina-
tor’s decision to improve anomaly detection.

B. Preprocessing and Adversarial Training

Raw PMU measurements (voltage, angles, frequencies, cur-
rents) were standardized, and missing data (<0.5%) were
removed to prevent interpolation artifacts. rate-of-change-
of-frequency (ROCOF) features were engineered for all 10
generators via backward finite differences of frequency mea-
surements, exploiting PMU time synchronization to quantify
transient instabilities. Input features were restricted to PMU-
observable regions, enabling latent inference of unobserved
states to enhance robustness and preserve interpretability.
Adversarial training is critical to the robustness of the GAN-
LSTM IDS. It comprises (1) Benign Training, where the gen-
erator and discriminator learn normal PMU distributions; and
(2) Adversarial Training, where diverse adversarial samples
(e.g., FGSM, PGD, BIM, MIM, and PMU-specific attacks)
generated via perturbations are introduced.

2V =g+ e-sign(V, L), (13)
where € is the perturbation magnitude and £ is the loss
function. Similarly, for PGD:

i = clip (23 + a - sign(V, L)), (14)

where « is the step size and e constrains the perturbation.

The adversarial training loss combines generator and dis-
criminator losses to model normal data while distinguishing
adversarial perturbations effectively:

Liv=0a-Lp+F-Lg, (15)

where « and (3 balance generator/discriminator’s contributions.

C. Detection Mechanism

The GAN-LSTM IDS integrates the generator-discriminator
interaction and the temporal modeling capabilities of the
LSTM to detect anomalies. For a sequence of PMU data, the
detection function f(x;) is defined as:

)1 if D(x:) <,
flw) = {O otherwise,

Where 7 is the detection threshold optimized during training.
This ensures robustness across various attack categories.

(16)

V. EVALUATION
A. FDIAs considered

1) Flipping Attacks: These attacks reverse the signs of
measurements (e.g., voltage magnitudes or angles), producing
misleading data and destabilizing grid operations. By flipping
polarity, they bypass detection thresholds in traditional sys-
tems.

2) Scaling Attacks: These attacks scale PMU measurements
by a factor, either increasing or decreasing their values. This
manipulation disrupts state estimation by introducing subtle
yet impactful deviations that resemble legitimate operations.

B. Simulation Setup and Experimental Results

For training and evaluating the GAN-LSTM IDS, we used
the New England IEEE 39-bus test system implemented in
ePHASORSIM (OPAL-RT), featuring ten synchronous gener-
ators, 20 loads, and three areas separated by tie-lines. Each
generator is equipped with a governor and automatic voltage
regulator (AVR). The governor parameters are taken from [11]
and [12]. Also, generators at buses 30,31, 32,33,37,38, and
39 can receive set points from the upper-level controllers. As
the upper-level controllers, we considered two controllers: an
automatic generation controller (AGC) and an inter-area power
oscillation damping (POD) controller. An AGC restores fre-
quency to nominal levels when disturbances cause off-nominal
frequencies. In contrast, the POD controller minimizes the
power oscillation between the areas. Both controllers take
deviation in frequency as the input. PMUs are installed on all
generator buses, transmitting measurements to controllers via
wide-area links. One day’s load curve from ISO New England
is used and scaled to fit the IEEE 39-bus test system [13].
The attacker is assumed to know the grid structure and can
compromise data from all PMUs simultaneously.

Results: Our experimental results, presented in Table I,
show our proposed GAN-LSTM IDS’s effectiveness against
various adversarial attacks, including phase-specific, tempo-
ral, and FGSM attacks. While traditional models like CNN-
LSTM and RNN-LSTM exhibit high accuracy under normal
conditions (EPS = 0.0), their performance deteriorates sharply
as the perturbation magnitude increases. For instance, under
FGSM attacks with EPS = 0.05, the accuracy of the CNN-
LSTM model drops to 48.56%, and the RNN-LSTM drops
to 42.07%, highlighting their vulnerability to such adversarial
manipulations. These models are particularly susceptible to



TABLE I: Performance Metrics for Different Models

. Eps
Model Metric
0.0 0.005 0.01 0.05
Accuracy 91.30 55.76 53.20 48.56
FP 364 7254 8006 9375
CNN-LSTM
FN 1340 1411 1161 701
F1-Score 88.69 60.41 59.95 59.23
Accuracy 99.61 62.64 54.95 42.07
FP 0 18102 21986 28340
RNN-LSTM
FN 192 199 81 33
F1-Score 99.51 67.95 63.88 57.97
Accuracy 99.6 98.5 96.2 95.0
FP 55 72 103 150
GAN-LSTM
FN 0 5 8 20
F1-Score 99.6 98.2 96.8 933

PMU-specific attacks—phase-specific attacks disrupt individ-
ual phases, and temporal attacks exploit time-dependent pat-
terns—both of which they fail to detect effectively. Contrarily,
our GAN-LSTM IDS maintains robust performance across all
tested epsilon (EPS) values, with accuracy remaining above
95% even under intense adversarial conditions. The false
positives and false negatives for our model remain minimal,
demonstrating its resilience not only against generic adver-
sarial attacks like FGSM but also against sophisticated PMU-
specific threats. These findings validate our approach and high-
light the critical importance of integrating adversarial training
to enhance the robustness of intrusion detection systems
within the WAMPAC framework. We specifically conducted
scaling experiments—from the IEEE 39-bus to the 118-bus
system—to demonstrate that the proposed GAN-LSTM IDS
remains viable in larger grid scenarios without sacrificing real-
time performance. Figure 3 shows that the 118-bus system
maintains over 97% detection accuracy with inference latency
rising modestly from 24.3ms to 32.0 ms—well within the
IEEE C37.118.1-2014 interval (30-50ms) [14]. Normalized
training overhead increases from 0.53ms to 1.00 ms, which
is acceptable on modern GPU platforms and OPAL-RT. In
practice, real-time deployment challenges often center on
synchronizing high-frequency PMU data, managing network
congestion, and ensuring sub-cycle response for corrective
actions. Our results show that the adversarially trained GAN-
LSTM scales to larger WAMPAC systems with acceptable
latency and resource usage.

VI. CONCLUSION

In summary, we presented a novel GAN-LSTM intrusion
detection system tailored for PMU-enhanced WAMPAC sys-
tems. By formalizing PMU-specific adversarial attacks and
integrating adversarial training, we addressed the vulnera-
bilities of existing IDS models against both stealthy and
adversarial threats. Validation using the IEEE 39-bus system
demonstrated that our GAN-LSTM IDS significantly improves
detection accuracy over state-of-the-art models. These findings
underscore the critical importance of adversarial robustness in
securing power grids against evolving cyber-physical threats.

Trade-Offs: Detection Accuracy, Normalized
Training Time, and Inference Latency
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