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Abstract. Despite revolutionizing financial transactions, blockchain tech-
nology faces critical scalability challenges, impeding its global adoption.
Optimistic rollup, a state-of-the-art Layer 2 (L2) scaling solution, ad-
dresses scalability issues by assuming transaction validity unless chal-
lenged. Through this work, we formally identify that interactions within
optimistic rollup systems inherently constitute an inspection game be-
tween aggregators and verifiers, which is vulnerable to adversarial be-
haviors, as rational aggregators may act dishonestly for illicit gains,
while verifiers often avoid challenges to prevent slashing penalties. To
address these vulnerabilities, we propose OPTIGAME, an enhanced pro-
tocol incorporating a Bayesian game model and a reputation mechanism
to strengthen optimistic rollup systems. Our approach incentivizes hon-
est aggregator behavior and mitigates verifier losses (due to slashing) by
aligning economic incentives with security requirements. The proposed
model leverages symbolic mathematics to construct an initial mutable
payoff matrix based on system parameters and dynamically updates it
in response to players’ interactions. To validate OPTIGAME s effective-
ness in real-world scenarios, we deploy it on the Optimism Sepolia testnet
and analyze various performance metrics.
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1 Introduction

Blockchain technology and cryptocurrencies have transformed the financial sec-
tor, delivering significant efficiencies and innovative applications since their in-
ception in 2009 [1,2]. However, widespread adoption remains elusive, as no cur-
rent blockchain is capable of efficiently supporting global-scale operations [3L|4].
Amid the fast-paced evolution of blockchain advancements, optimistic rollup
has emerged as a cutting-edge innovation in Layer 2 (L2) scaling solutions. Like
other L2 approaches such as sidechains [5], plasma [6], and payment channel
networks [7H9], optimistic rollup offloads a substantial amount of transaction
processing and smart contract execution from the main blockchain. This method
enhances efficiency by batching transactions, reducing on-chain activities, and
lowering transaction costs |10,/11]. Importantly, optimistic rollup ensures high
security by relying on the main chain’s security model |12].
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Optimistic rollups function under the assumption that transaction batches
are valid unless challenged, thereby reducing computational overhead [13|. Thus,
it is evident that the optimistic rollup system is modeled as an inspection game,
which introduces vulnerabilities, as malicious aggregators may exploit the system
for adversarial gains, while verifiers face potential slashing penalties for incorrect
challenges [14]. The existing game aims to balance incentives and penalties for
honesty and dishonesty; however, depends heavily on the integrity of aggrega-
tors, leaving it exposed to adversarial behavior. For instance, Ethereum Layer
2 solutions like Arbitrum [15] and Optimism [16] have documented attempts by
dishonest aggregators to manipulate state roots for fraudulent gains [17]. More-
over, the verifiers bear significant financial risks when challenging batches; an
incorrect challenge can result in slashing penalties. The fear of slashing penal-
ties discourages many verifiers from actively participating in challenge activi-
ties [18,|19]. Further, the lack of mechanisms to reward verifiers for consistent
honesty or penalize aggregators for recurrent adversarial conduct undermines
long-term trust and cooperative behavior in these systems. Finally, disputes and
challenges often create bottlenecks that limit throughput, negating the scalabil-
ity benefits of rollups. For example, disputes on Optimism have been observed to
delay resolution by several hours [20,[21]. Addressing these challenges is critical
to ensure the robustness and scalability of optimistic rollups.

Recent research has explored various strategies to enhance the efficiency and
security of rollup systems. Among the above-discussed issues, existing works
strive to address the challenge of designing proper incentive mechanisms for
verifiers, as highlighted in Luu et al. [22], where the issue is referred to as the
verifier’s dilemma. Game theory is also utilized by the literature to reform the
strategic interactions between the aggregators and verifiers. Tas and Boneh pro-
pose an innovative game [23] where the verifiers are not explicitly rewarded for
their contributions. Instead, the authors rely solely on punitive strategies to in-
centivize correct behavior and analyze pure strategy Nash equilibrium solutions.
Another relevant contribution, by Briinjes et al. [24], explores blockchain secu-
rity from a game-theoretic perspective, particularly in devising reward-sharing
mechanisms for validation. This model incorporates varying the validation costs
across verifiers. Similarly, Gersbach et al. |25] investigate scenarios with differ-
ential validation costs and examine delegated validation, a common strategy for
earning rewards. However, these approaches fail to holistically address the inter-
play of throughput, trust, and verifier risks in optimistic rollup systems, leaving
a critical gap in the literature.

Motivated by these limitations, this paper proposes a more robust and ef-
ficient game-theoretic framework for optimistic rollup systems. By modeling
the strategic interactions between aggregators and verifiers, we determine the
potential illicit gains and penalties associated with their actions. Building on
these insights, we propose OPTIGAME, an enhanced protocol for the optimistic
rollup, designed using the Bayesian game model and a reputation-based belief
mechanism. OPTIGAME introduces a novel approach to incentivize honest behav-
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Fig. 1. Optimistic Rollup workflow.

ior among aggregators and mitigate verifier losses from slashing mechanisms,
thereby improving the robustness and efficiency of the system.
Our contributions to this work are four-fold:

— We formally model the game existent in the optimistic rollup system, defin-
ing utilities for rational aggregators and verifiers. To the best of our knowl-
edge, this work is the first to identify that the interactions within optimistic
rollup systems inherently constitute the inspection game. We explore how
throughput, system integrity, adversarial gains, and verifier penalties influ-
ence strategic behavior in the existing protocol.

— To address the system’s vulnerabilities, we propose a novel Bayesian game
model that introduces a reputation mechanism for aggregators. The updated
utility functions incentivize honest behavior, reducing adversarial gains and
enhancing system integrity.

— We use symbolic mathematics to create a mutable pay-off matrix that adapts
to system parameters and real-time player interactions, ensuring robust in-
centive alignment.

— To validate the theoretical contributions, we implement the proposed pro-
tocol on Optimism Sepolia [26] testnet. Experiments confirm the real-world
effectiveness of the enhanced model in achieving its objectives.

We discuss necessary preliminary information in Section[2] The related works
are discussed in Section |3} We analyze the exiting game in the optimistic rollup
in Section [ We introduce our proposed OpTiIGAME and the technical details in
Section [5} In Section [ we explain the empirical analysis and findings. At last,
we conclude the work in Section [

2 Background
This section introduces key concepts for understanding the proposed model.

2.1 Optimistic Rollup

Blockchain systems currently face significant limitations in achieving a level of
service quality comparable to centralized systems, particularly in terms of trans-
actions per second [27,[28]. Optimistic rollups have emerged as an L2 scaling
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Table 1. Related Work

Game | Incentive [Reputation|TestNet

Work Model |Mechanism| System |Validate

Tas and Boneh |23[| Static v X X
Brunjes et. al. |24] | Static v X X
Li et. al. 32| Static v X X
Zero-sum |33 Static v X X
Dong et. al. [34] Static v X X
Liu et. al. 35| Static Limited X X
OpPTIGAME Dynamic v v v

solution for blockchain networks, which processes transactions off-chain while
ensuring their validity through an optimistic framework supported by a dispute
resolution mechanism [29]. Rollup systems operate via Layer 1 (L1) smart con-
tracts, where entities such as aggregators and verifiers interact with the system.
The workflow of optimistic rollups, as depicted in Figure [1| comprises several
sequential steps. Initially, users require L2 tokens (t%2) to engage with the rollup
system, which can be exchanged for other cryptocurrencies (C*!) through the L1
smart contract. L2 transactions are then submitted to Bedrock’s Mempool [30],
where aggregators collect and process them. Users can either send their trans-
actions directly to Bedrock’s Mempool or route them via the L1 smart contract.
Aggregators subsequently process these transactions, compute cryptographic ag-
gregates, generate the Merkle state root of the L2 chain, and submit the results
to the verifiers. Verifiers on L1 monitor these submissions and are responsible for
identifying and disputing fraudulent or invalid transactions within a given batch.
In the event of suspected fraud, a challenge period is initiated, allowing verifiers
to provide fraud-proofs to contest the optimistic assumption. If the fraud is val-
idated, the disputed transactions are reverted, and the malicious party forfeits
their security deposit. Conversely, if no valid challenge arises within the dispute
window, the transactions are finalized and incorporated into the blockchain [31].

2.2 Inspection Game

The inspection game is a foundational game theory model that examines the
interaction between two opposing agents: the “inspector,” who monitors com-
pliance, and the “inspectee,” who seeks to evade detection [36]. It highlights
the conflicting objectives of inspection costs for the inspector and the risks and
rewards of non-compliance for the inspectee. Framed as a non-cooperative, zero-
sum game, both players use mixed strategies to maximize payoffs. The inspector
optimizes resource allocation for efficiency and detection, while the inspectee ad-
justs compliance based on perceived inspection probability [37]. Equilibrium bal-
ances deterrence and monitoring costs. Advanced models incorporate repeated
interactions, asymmetric information, and stochastic events, enabling analysis of
trust, learning, strategic uncertainty, and optimal resource use under constraints.

2.3 Bayesian Game

A Bayesian game extends classical game theory to cases with incomplete informa-
tion, where players use probabilistic beliefs to make decisions [38]. Each player
has a “type,” representing private information drawn from a known distribu-
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tion [39)]. Players form beliefs about others’ types, leading to a Bayesian Nash
Equilibrium (BNE), where strategies are optimal given these beliefs [40]. Ad-
vances include dynamic models where players update beliefs over time [41}42].

2.4 Symbolic Mathematics Solver

Symbolic mathematics manipulates mathematical expressions in abstract form,
enabling precise reasoning beyond numerical approximations [43|. It supports an-
alytical solutions, identity verification, and parameter sensitivity analysis with-
out fixed numerical inputs [44]. In the context of optimistic rollup, symbolic
mathematics models dynamic variables like economic incentives, security thresh-
olds, and penalties, allowing adaptive pay-off matrices that adjust to system
changes.

3 Related Work

The application of game theory to blockchain systems, especially optimistic
rollups, has garnered significant attention for aligning individual incentives with
network security and efficiency. Li et al. analyzed the security of optimistic rollup
mechanisms, using game theory to study validators’ and aggregators’ strategic
behavior, highlighting vulnerabilities such as dishonest reporting and manipu-
lation of transaction validity [32]. By examining the potential vulnerabilities,
such as the risk of dishonest reporting or strategic manipulation of transaction
validity, they emphasizes the need for robust mechanisms that ensure validator
incentives align with network security. Building on this, Mamageishvili and Fel-
ten proposed reward schemes to incentivize honest validator behavior and align
actions with blockchain goals [33]. However, Landis et al. raised concerns about
incentive misalignment, showing how individual motivations can diverge, leading
to issues like verifiers’ failing to challenge invalid transactions [45]. Gersbach et
al. extended this work to staking pools, analyzing reward-sharing mechanisms
to prevent free-riding and encourage optimal participation, a critical aspect for
rollup validators pooling resources [46]. Similarly, Brinjes et al. studied stak-
ing pool dynamics, proposing fair reward-distribution mechanisms to maintain
network integrity [24].

The intersection of game theory and the security of decentralized systems
is broad, with extensive research bridging these areas. For instance, Asharov
et al. [47] explore secure computation through a game-theoretic lens, providing
insights into multi-party computational settings. Dong et al. addressed betrayal
and collusion in decentralized systems, introducing smart counter-collusion con-
tracts to enforce protocol adherence, which can mitigate risks in optimistic
rollups [34]. Liu and Zeng proposed a game-theoretic model to optimize pub-
lic announcements, reducing inefficiencies and enhancing validators’ decision-
making processes |35]. Nabi et al. examined incentivized verifiable computation
systems, offering models to ensure correctness in outsourced computations, a con-
cept directly relevant to optimistic rollups where off-chain computations must
be reliably verified [48]. Similarly, Gersbach et al. [49] address the optimal de-
sign of bug-searching committees, investigating the ideal number of searchers
and reward schemes under a fixed budget. Collectively, these studies provide a
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Table 2. List of Notations for the Inspection Game

Symbol Definition
A Set of rollup aggregators
v Set of rollup verifiers
sa |Strategy set of the aggregators
sy |Strategy set of the verifiers
H Aggregator’s move when it sends valid Merkle state root proof
D |Aggregator’s move when it sends manipulated Merkle state root proof
C Verifier’s move when it challenges a proof
T Verifier’s move when it ignores challenging a proof
uf |Aggregator’s expected payoff when the proof is challenged
u”y  [Aggregator’s expected payoff when the proof is not challenged
uj, [Verifier’s expected payoff when it challenges a proof
uy, |Verifier’s expected payoff when it ignores challenging a proof

T Monetary value of transactions in the rollup batch in consideration
Ca |Aggregator’s cost for submitting a rollup batch

L; |Throughput loss incurred due to dispute phase

B4 |Benefits of adversarial aggregator through fraudulent batches

P4 |Penalty for adversarial aggregator when fraudulent batches caught
B; |Throughput benefit of Aggregator due to uninterrupted batches
Sy |Slashing of verifier collateral for the wrong challenge

Ty |Cost of verifier for damaging the system trust (ignoring fraud)
Ry |Verifier’s reward for challenging fraudulent batch

comprehensive view of how game theory can enhance the scalability, efficiency,
and security of optimistic rollups by addressing key behavioral challenges.
Previous studies discussed above largely focus on static game-theoretic mod-
els for incentive alignment and countering dishonesty. However, they do not
fully address the dynamic nature of strategic interactions between aggregators
and verifiers in an optimistic rollup environment. They also overlook reputation
mechanisms, which are critical for fostering trust and encouraging consistent
honesty over repeated interactions. This work addresses these gaps by introduc-
ing a more advanced framework combining Bayesian game theory and a repu-
tation mechanism. The proposed utility functions balance system throughput,
verifier risks, and adversarial gains. The Bayesian model adds depth to modeling
uncertainty in validator behavior, while the reputation mechanism incentivizes
long-term trustworthy behavior, addressing key limitations of prior studies. A
comparative analysis of the existing games is presented in Table [I]

4 Conventional Optimistic Rollup Game

In this section, we discuss the existing game in the conventional optimistic rollup
setup — the inspection game. It involves two players: the Aggregator (A4), who
submits batches of transactions to the rollup, and the Verifier (V'), who monitors
batches and decides whether to challenge the aggregator’s submitted state root.
We discuss the strategy sets of each player, the payoff functions, the extensive
form of the game, and the algorithm in the current optimistic rollup setup.
Table [2| presents all the notations used in modeling the game.

4.1 Strategies

Each player of the game has a unique set of strategies. The Aggregator can
behave honestly (submitting valid state roots) or dishonestly (submitting



OPTIGAME 7

tampered state roots). Thus, strategies for the Aggregator are:
SA = {Hv D}

Where ‘H denotes A submitting valid batch state roots, and D denotes submitting
tampered transaction batches or invalid state roots. The verifier must decide to
challenge or ignore based on their belief about the Aggregator’s behavior. The
strategies for the Verifiers are:

Sy = {C,I}

Where C denotes V' challenging the batch at a validation cost, and Z denotes
not challenging, allowing the batch to pass.

4.2 Payoff Functions

Each player’s payoff depends on the action it
takes and the action the other player takes.
We present an extensive form of the game in
Figure [2] where the aggregator first plays one
of its strategies, and then the verifier plays a
strategy without being able to observe the ac-
tion the aggregator took (being on the same
information set, shown through the dotted
line). Each leaf of the extensive form shows
the final payoff in pairs, the first element be-
ing the payoff for the aggregator and the sec- Fig. 2. Existing Inspection game
ond for the verifier. The payoffs are explained in Optimistic Rollup.

in the following sections.

U4 (x), uy(x)

" (%), u'p(x)

u4'(x), uy'(x)

u"4'), ()

Aggregator Payoff The Aggregator’s payoff w4 (z) balances the reward for
submitting valid batches against the penalty for being challenged when found
dishonest. If the Aggregator acts honestly, then its payoff could be calculated
using the following equation, given that the verifier doesn’t challenge:

wj(z) = Ra— Ca(z) (1)

Where R4 is the aggregator’s reward if the batch is accepted, and C4(x) is the
submission cost, dependent on the batch’s transactions’ monetary value x. If
the aggregator acts honestly, however, the verifier decides to challenge, then its
payoff could be calculated using the following equation:

uf(z) = ui(z) — Li(z) (2)

Where L;(x) refers to the transaction throughput loss due to the dispute phase,
which delays the processing of the valid rollup batch.

On the other hand, if the Aggregator acts dishonestly, then its payoff could be
calculated using the following equation, given that the verifier doesn’t challenge:

uy(z) = Ba(x) — Ca(x) 3)
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Algorithm 1: Conventional Game in Optimistic Rollup

1 Function InspectionGame (A, V):

2 (Ca,Lt,Ba,Pa,B¢,Sv,Tyv,Ry) < Set
3 for r € RollupBatches do

a x + Amount(r)

5 for A € A do

6 if A plays H then

7 if 3y ecv sy == C then

8 | wua < Ra(z) — Ca(z) — Li(x)
9 else

10 ‘ UAHRA(I)ch(Z)
11 end
12 else

13 if 3yev sy == C then

14 | wa <+ —Ca(z) — Li(z) — Pa(x)
15 else

16 | wa  Ba(z) — Ca(z)
17 end
18 end
19 upr, Al < ua
20 end
21 for V € Vdo
22 if V plays Z then

23 if 3aeca sa == D then

24 ‘ uy +— —Ty (ZE)

25 else

26 | wuy « Bt(x)

27 end
28 else

29 if Jaca sa == D then

30 | wuy + Ry(xz) — L¢(x)
31 else

32 | wy « —Sv(z) — Li(z)
33 end
34 end
35 wy[r, V] + uy
36 end
37 end

38 return uy, uy;

Where B4(z) refers to the adversarial benefits aggregator achievers by getting
the fraudulent batches into the L1 chain (where, B4(x) > R4). Conversely, if
the Aggregator acts dishonestly and the verifier challenges, then its payoff:

uly'(x) = =Ca(z) — Li(x) — Pa (4)

Where P4 refers to the penalty for adversarial aggregator for submitting fraud-
ulent batches.

Verifier Payoff The verifier’s payoff uy (z) balances the cost of challenging
fraudulent batches against the cost of ignoring valid or fraudulent batches. If
the verifier ignores challenging a valid batch, then its payoff:

uy (x) = By(w) ()

Where B;(z) refers to the transaction throughput benefit for the verifier for
facilitating uninterrupted batch addition to the L1 chain, however, if the verifier
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Table 3. List of Additional Notations for OPTIGAME

Symbol Definition
E Expected value
Br |Reputation value of the k-th aggregator
Probability of aggregator being malicious
Probability of malicious aggregator providing valid proof
Probability of regular aggregator providing invalid proof
Probability of verifier challenging a valid proof
Probability of verifier challenging a invalid proof
Aggregator’s payoff
Verifier’s payoff
Accumulated ‘risk indicators’ observed in batches submitted
Time instance
Nmaz |LThreshold of reputation above which is defined ‘Good’
Nmin | Threshold of reputation below which is defined ‘Bad’
P% .~ |Regular aggregator’s utility when challenged
p's . |Regular aggregator’s utility when not challenged
Pi‘;,m Malicious aggregator’s utility when challenged
P4 m |Malicious aggregator’s utility when not challenged
Py . |Verifier’s utility when challenges regular aggregator
Py | Verifier’s utility when does not challenge regular aggregator
pv . |Verifier’s utility when challenges malicious aggregator
p(/"’n Verifier’s utility when does not challenge malicious aggregator

SR R|R|E|A R[>

challenges a valid batch, then its payoff:
uy (z) = =Sv — Li(x) (6)

Where Sy refers to the slashing of verifier collateral for the wrong dispute phase
initiation (challenging a valid proof).
Again, if the verifier ignores challenging a fraudulent batch, then its payoff:

uy'(2) = ~Ty (2) (7)

Where Ty (x) is the cost of ignoring a fraudulent batch, undermining system
trust. If the verifier challenges a fraudulent batch, then its payoft:

uy'(z) = Ry (2) — Ly(x) (®)

Where Ry (z) is the verifier’s reward for detecting a fraudulent batch.
4.3 Inspection Game Algorithm in Optimistic Rollup

In this system, the set of aggregators (A) batch and submit transactions to the
rollup chain, while the set of verifiers (V) ensure the integrity of these submis-
sions. The interaction between these two types of operators is inherently strate-
gic, as both parties aim to maximize their utilities while navigating potential
risks. Honest aggregators incur standard costs (C4) for submitting batches and
may face throughput losses (L;) if verifiers challenge their proofs. However, they
also gain rewards (R 4) when a valid batch is accepted. Dishonest aggregators, in
contrast, risk significant penalties (P4) and dispute-related costs if their fraud
is detected; however, they stand to gain adversarial benefits (By) if their ma-
nipulation goes unnoticed. Verifiers act as the system’s watchdogs. Challenging
potentially fraudulent submissions carries both risks and rewards: verifiers can
earn rewards (Ry ) for successfully identifying fraud, thus maintaining system



10 A. Khalil et al.

integrity; however, they also risk collateral slashing (Sy) for incorrectly chal-
lenging a valid proof. Ignoring fraud to avoid disputes results in costs (Ty/) as it
undermines system trust; however, verifiers may gain throughput benefits (B;)
when no disputes arise.

Algorithm (1| iteratively processes each rollup batch (r € RollupBatches),
computing transactions’ monetary value (x) and evaluating operator utilities.
Aggregator utility (u4) depends on whether their proofs are challenged, while
verifier utility (uy) is based on their actions and aggregator behavior. Honest
aggregators face throughput losses (L;) if challenged but no penalties, whereas
dishonest ones either gain if unchallenged or incur heavy penalties (P4) and
dispute costs (Ca, L;). The system ensures integrity by penalizing dishonest
aggregators when at least one verifier (V' € V) challenges fraud. If no verifier acts
against a bad proof, verifiers face penalties (Ty/) for neglecting their responsibility
to uphold system trust (7v).

5 Technical Details of OptiGame

In this section, we discuss the proposed OPTIGAME in detail. First, we introduce
the modules of the framework. Then, we discuss the Bayesian game modeling.
Afterward, we explain the symbolic solver technique we devised to synthesize
the initial payoff matrix. Later, we present the belief function which is based on
the reputation mechanism. Finally, we discuss OpTIGAME algorithm.

5.1 OptiGame Framework

The proposed framework, as presented in Figure [3] integrates symbolic mathe-
matics, dynamic Bayesian game theory, and a reputation mechanism to model
and analyze the interactions within the rollup system.

At its core, the framework employs
a ‘Symbolic Mathematics Solver’ to

o ey . Desired
compute initial payoff matrices based Probabilly
. . . Properties | ________,
on two considerations: (i) the rollup operies OriGame
system’s parameters, such as rewards, POl i """"" o

71 Mechanism Engine

: \
. . . Symboli Payoff i)
penalties, and submission costs, and HI| | ke Matrix £
.. . . Rollup g Solver =)
(ii) a set of desired behavior prop- sysem | T
Parameters 1 s !
. . = s
erty (i.e., probability of players tak- ' Reptation interacion [ & |
1

ing specific actions). These matrices :
are dynamically updated during the

game, based on real-time interactions

between players, enabling adaptive re-  Fig. 3. System diagram of OPTIGAME.
calibration of incentives as the sys-

tem evolves. This adaptability ensures that the payoff structure remains robust
against strategic adversarial behavior. The Bayesian ‘Game Interaction Engine’
drives the interaction between aggregators and verifiers, leveraging belief func-
tions to estimate probabilities of variable behaviors. The ‘Reputation Mecha-
nism’ tracks the performance of both types of players, conditionally updating
their reputation scores after each interaction. Honest behavior is rewarded with
enhanced reputational standing, reducing submission costs and penalties, while
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Fig. 4. Propoed Bayesian game in Optimistic Rollup.

dishonest or incorrect challenges result in reputational penalties, influencing fu-
ture payoffs. This mechanism introduces a feedback loop to the payoff matrix,
embedding long-term incentives for honesty and diligence, creating an evolving
system where participants adapt their strategies for optimal performance. The
framework only updates the payoff matrix values (low-weight) whenever a player
diverges from its expected behavior.

5.2 Bayesian Game Modeling

In this section, we elaborate on the modeling of the Bayesian game. All the
notations used to model the game are presented in Table [3| Unlike the existing
inspection game, where the players have no belief system, the proposed game
utilizes a reputation-based belief system (discussed later in this section) to model
the likelihood of different behaviors. As shown in Figure[d] there is a belief formed
about the aggregator, which is presented by 6. This value (0 < 6 < 1) refers to the
probability that the aggregator is malicious. When a new aggregator joins the L2
optimistic rollup, the initial belief is calculated using the belief function (having
a temporary initial reputation value), and this value gets updated each batch
submission, indicating the accumulated “risk indicators” of that aggregator.
Moreover, the inspection game assumes that the honest aggregator will al-
ways be able to provide valid state-root proof, which might not hold in real-world
scenarios. Thus, we consider the cases when the honest aggregator acts suspi-
ciously (i.e., unintentional mistake of invalid proof) and present the probability
with v where 0 < v < 1. Again, the inspection game assumes that the malicious
aggregator will always attack by formulating fake state-root proof, which might
not hold in real-world scenarios. Thus, we consider the cases when the malicious
aggregator acts normally (i.e., sends valid proofs) and present the probability
with A where 0 < A < 1. Consequently, we set behavioral patterns for the
verifier for challenging rollup batches since only belief about the aggregator is
insufficient (i.e., honest aggregator sending invalid batch or malicious aggregator
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sending valid batch). We present the probability of a verifier challenging a valid
batch by m and the probability of a verifier challenging an invalid batch by w,
where 0 < 7,w < 1. If an honest (regular) aggregator is challenged, then its
expected utility could be calculated using the following equation:

E(p4,) = (1= a7 +v.al707 9)

Where al=%1=7 presents the regular aggregator’s payoff when it acts nor-
mally, however gets challenged by the verifier and a}~%" presents the regular
aggregator’s payoff when it acts suspiciously and gets challenged by the veri-
fier. If a regular aggregator is not challenged, then its expected utility could be
calculated using the following equation:

1-6,1— -0,

E(PZ,T) = (1 - ’V) : a17ﬂ1 K +7- a}fw’y (10)

Where a}:fr’lﬁ’ presents the aggregator’s payoff when it acts normally and does

not get challenged by the verifier and a}:iﬁ presents the aggregator’s payoff

when it acts suspiciously, however the verifier ignores to challenge it. If a mali-

cious aggregator is challenged, then its expected utility could be calculated using
the following equation:

E(phm) = A-af? + (1= 2)-af' (11)

w

Where af;)‘ presents the malicious aggregator’s payoff when it acts normally,
however gets challenged by the verifier and o'~ presents the malicious ag-
gregator’s payoff when it acts suspiciously and gets challenged by the verifier.
If a malicious aggregator is not challenged, then its expected utility could be

calculated using the following equation:
E(phm) = A- a2 + (1= A) a7l 0 (12)

Where a‘ffﬁ presents the malicious aggregator’s payoff when it acts normally
and does not get challenged by the verifier and a?f; A presents the malicious
aggregator’s payoff when it acts suspiciously, however the verifier still ignores to
challenge it.

Again, the expected utility for a verifier for challenging a rollup batch from
an aggregator believed to be regular could be calculated using the following

equation:

E(p}0) = (L =) - U gyn+7 - Wogs (13)

Where v7_, ;. presents the verifiers’ payoff when it challenges a regular aggre-
gator who provided valid proof (negative payoff or penalty for a wrong challenge)
and vy’ presents verifiers” payoff when it challenges a regular aggregator who
provided an invalid proof (positive payoff or reward for correct challenge). If a
verifier challenges a rollup batch from an aggregator believed to be malicious,
then its expected utility could be calculated using the following equation:

E(py.) = A-vg+ (1= A) vy (14)
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Algorithm

2: OrTIGAME Framework

1 Function OPTIGAME(A,V, 7, w,y, A):

2 Br < 0.5, VAL € A
3 0 < 0k (Br, #k(0)), VAL € A
a (a7 ,v_ _) < Symbolic-Solver(m, w, v, A, 0)
5 for t € Timelnstrance do
6 for A € A do
7 if Br > Nmax then
8 A}, ~ Regular
9 Proof), 4 + Valid with probability (1 — v) V Invalid with probability ()
10 else if B; < Nmin then
11 A}, ~ Malicious
12 Proof), 4 + Valid with probability A VInvalid with probability (1 — )
13 else
14 ‘ Proof), 4 + Valid with probability (1 — v 4+ A)/2 VInvalid with probability
1 =Xx+v)/2
15 end
(¢1 (1) /Br)
. e —1
16 01 (t) + min (1, —
17 MemPool < Proofy ¢
18 end
19 for V € Vdo
20 if Proofi,+ € MemPool seems Valid then
21 if 0, (t) suggests Ay is Malicious then
22 | Challenge with probability 6 (t) - = V Ignore with probability 6y, (t)
23 else
24 ‘ Challenge with probability (1 — 6 (t)) - # V Ignore with probability
(1= 0() - (1 —m)
25 end
26 else
27 if 0k (t) suggests Ay is Malicious then
28 | Challenge with probability 6 (t) - w V Ignore with probability 6 (¢) - (1 — w)
29 else
30 ‘ Challenge with probability (1 — 0 (t)) - w V Ignore with probability
(1= 0() - (1 —w)
31 end
32 end
33 if Challenge then
34 if DisputePhase(A) == Honest then
35 | B < Br + 4B
36 else
37 | Br «+ B — AByg
38 end
39 bk (t) < ¢r(t — 1) + RiskIndicators(Ag)
40 (a7 ,v_ _) « Update(0)
,
41 end
42 end
43 end
44 return o', v_

e

Where vy \ presents the verifiers’ payoff when it challenges a malicious aggregator
who provided valid proof (negative payoff or penalty for a wrong challenge)
and vy, _, presents verifiers’ payoff when it challenges a malicious aggregator
who provided an invalid proof (positive payoff or reward for correct challenge).
Again, the expected utility for a verifier for not challenging a rollup batch from
an aggregator believed to be regular could be calculated using the following

equation:

E(pr\,/,n) = (1 - ’Y) ! Vllzg,l—'y + Vllzg,'y

(15)
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Where llll:g’li , presents the verifiers” payoff when it does not challenge a regular
aggregator who provided valid proof and 1/11:5’7 ., bresents verifiers’ payoff when it
does not challenge a regular aggregator who provided an invalid proof (negative
payoff or penalty for a wrong challenge). If a verifier does not challenge a rollup
batch from an aggregator believed to be malicious, then its expected utility could
be calculated using the following equation:

E(p,) = X537 + (1= X) - v579) (16)

Where V;:\’T presents the verifiers’ payoff when it does not challenge a mali-

cious aggregator who provided valid proof and V;I"_J \ bresents verifiers’ payoff
when it does not challenge a malicious aggregator who provided an invalid proof
(negative payoff or penalty for a wrong challenge).

5.3 Symbolic Solver-based Initial Payoff Matrix

Using symbolic mathematics, we construct an initial mutable pay-off matrix
that captures aggregators’ and verifiers’ economic and strategic interactions.
This matrix is specifically tailored to reflect the system’s parameters, such as
reward, cost, penalty, etc. structures, and desired security thresholds (e.g., low
~ value, high XA value, etc.). By encoding these factors symbolically, the matrix
offers flexibility in representing varying configurations of the rollup ecosystem. In
the last section, we presented the expected utility calculations for various cases,
which leads to the calculation of the BNE. When each player maximizes their
expected utility, given the other players’ strategies, BNE is reached. Equation @
presents a regular aggregator’s expected utility if the verifier challenges it, while
Equation presents its expected utility if the verifier does not challenge it.
Thus, the regular aggregator will choose to send valid proofs if:

E(p%..) > E(p4,) (17)

)

If the expected utility of a regular aggregator, when not challenged (i.e., E(p'} ,.)),
is greater than its utility when it is challenged (i.e., E(p% ,)) than the regular
aggregator will always send invalid proof. Thus, to ensure that the regular aggre-
gator sends valid rollup batches, Equation must hold. Again, Equation
presents a malicious aggregator’s expected utility if the verifier challenges it,
while Equation presents its expected utility if the verifier does not chal-
lenge it. Thus, the malicious aggregator will choose to send valid proofs if:

E(p%,m) = E(P4,m) (18)

If the expected utility of a malicious aggregator, when not challenged (i.e.,
E(p% ), is greater than its utility when it is challenged (i.e., E(p% ,,)) than
the malicious aggregator will always send invalid proof. Thus, to ensure that the
malicious aggregator sends valid rollup batches, Equation must hold.

For the verifier, Equation and Equation present the expected utilitys
for challenging regular aggregators and malicious aggregators, respectively. Thus,
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the expected utility of the verifier for challenging, given the belief 8, could be
calculated using the following equation:

E(pv.e) = (1= 0)-E(py,.) + 0-E(p7’.) (19)

Similarly, Equation and Equation present the verifier’s expected utilitys
for not challenging regular aggregators and malicious aggregators, respectively.
Thus, the expected utility of the verifier for not challenging, given the belief 6,
could be calculated using the following equation:

E(pvn) = (1= 0)-E(py,,) + 0-E(pv’,,) (20)

If the verifier’s expected utility for not challenging (i.e., E(py,,)) is greater than
its utility for challenging (i.e., E(py,)), then the verifier will always choose to
ignore challenging the batches, irrespective of the belief about the aggregator.
Thus, to make sure the verifiers continue to play the role of watchdogs, the
following inequalities must hold:

E(pv.c) = E(pv,n) (21)

Therefore, the BNE strategies are obtained by solving the inequalities presented
in Equation , , and . We leverage the symbolic mathematics solver
to synthesize the initial payoff matrix values and determine the equilibrium
strategies based on the input values.

5.4 Reputation-based Belief Function

Proposed Reputation Mechanism The reputation system is fundamental
in the OpTiGAME framework, promoting honest behavior among aggregators
while penalizing dishonest actions. The reputation value is presented by f (i.e.,
0 < 8 < 1), and each aggregator is assigned an initial reputation score of 0.5.
These reputation scores evolve dynamically based on the aggregator’s actions
and interactions within the system, allowing the protocol to distinguish between
different aggregators. Aggregators are categorized into three types based on their
reputation scores:

— Good aggregators, defined as those with a reputation above a designated
threshold (e.g., mas ), are inherently more trustworthy and have a high like-
lihood of submitting honest proofs. Their reputation increases further when
they perform as expected, creating a reinforcing feedback loop incentivizing
continued honest behavior.

— Bad aggregators, with reputations below a lower threshold (e.g., Nmin),
are characterized by a tendency to engage in fraudulent activities, such as
submitting malicious proofs to gain undue benefits. Such aggregators face
frequent challenges from verifiers and significant penalties for dishonest be-
havior, further eroding their reputation over time.

— Grey aggregators, with intermediate reputations, falling between the thresh-
olds for good and bad actors. These entities exhibit mixed behavior, with no
clear inclination toward honesty or dishonesty.
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Table 4. Interaction with OPTIGAME in OP Sepolia

Block L1 Gas Gas TX fees
TX Type TX Hash Number Limit wusage (Gu{ei)
OpTIGAME Contract 0x8..8b7| 20738073 26,100 99.05% 678
Valid batch submission 0x8..fce] 20738218 1,600 15.63% 111
False batch submission 0xd..94f 20738285 1,600 13.28% 91
Valid batch to L1 0x7..d59] 20738332 1,600 13.28% 94
False batch reverted 0xf..b6a 20738300 1,600 3.01% 21

Reputation updates occur dynamically after each interaction based on the aggre-
gator’s actions and the verifiers’ responses. Honest actions, such as submitting
valid proofs, contribute positively to an aggregator’s reputation. In contrast,
malicious activities cause reputation decline, particularly if their actions are
successfully challenged by verifiers. Grey aggregators receive reputation adjust-
ments depending on whether their behavior aligns with honesty or dishonesty.

Belief Functions The verifiers use a belief function, 6(¢), to estimate the likeli-
hood that an aggregator is dishonest based on prior observations and the char-
acteristics of the batch. The belief function 6(t) represents the probability that
the aggregator is acting dishonestly at time ¢. It is updated dynamically as the
verifier observes the aggregator’s behavior:

e(oe()/Br) _ 1 )

-1 (22)

0 (t) = min <1,
Where ¢y (t) refers to the accumulated “risk indicators” of aggregator k observed
in the submitted batches up to time ¢, e.g., anomalies in state root computation,
transaction patterns, or inconsistencies in proofs. (i refers to aggregator k’s
reputation at time ¢ and e is the exponential scaling factor. Higher ¢(t) increases
the belief that the aggregator is dishonest, prompting more challenges.

5.5 Proposed Algorithm using Bayesian Game

The OpTiIGAME framework, as presented in Algorithm |2} models aggregators-
verifiers’ interactions using a Bayesian game. The algorithm begins by initializing
key parameters, including the reputation (8 ) for each aggregator, thresholds for
action probabilities, and symbolic solvers for payoff calculations. Aggregators are
classified as good, bad, or grey based on the reputation threshold. At each time
instance, the framework determines the aggregator’s type and assigns a proba-
bility of producing valid or invalid proofs (Proofy ;) based on their behavioral
tendencies. These probabilities are influenced by different behavioral parame-
ters (i.e., v, A, m,w). Verifiers assess actions via a belief metric 0y (t), influenced
by reputation and contextual factors (¢ ). If suspicious, verifiers challenge or
ignore probabilistically using 7 and w. Dispute outcomes update reputations:
honest actions increasing it, while malicious ones do reduction (AS). The algo-
rithm monitors Bedrock’s Mempool for rollup batches, recalibrates belief metrics,
updates payoffs, and ensures BNE adherence, maintaining rollup integrity.

6 Evaluations

In this section, we conduct experimental analysis by deploying the OPTIGAME
protocol on the Optimism Sepolia testnet chain [26]. We present one example of


https://optimism-sepolia.blockscout.com/tx/0x8cbabf9f27d99e90141a1de389c1574ab62b451d3c58222ad9183759bcd7c8b7?tab=index
https://optimism-sepolia.blockscout.com/tx/0x80c794469b92ff1c4411aab7772b3447f95731f0648a2f57d5ad757fba685fce
https://optimism-sepolia.blockscout.com/tx/0xd550c2dfb5b009aa90c515f61bd6fd761e9de9053be531402c5f805d5da5794f
https://optimism-sepolia.blockscout.com/tx/0x75495f8b748d9d2795f318e2209edfc40a008939d50e06a974c6806527ab5d59
https://optimism-sepolia.blockscout.com/tx/0xf0aa34f98267bce30cedee86a5380fa4c32742bb915dce3ceb1892eda0876b6a
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Fig. 5. Contrasting the average expected utilities of the aggregators and verifiers with
different valued rollup batches when playing (a) the conventional inspection game and
(b) the proposed Bayesian game.

each type of interaction with our deployed contract in Table [4 We first calculate
the expected utility achieved by each player, playing both the conventional and
proposed games. Then, we calculate the throughput achieved when the system
incorporating each type of game with a variable ratio of aggregators and verifiers.
Afterward, we compute the incorrect dispute phase initiations with respect to the
slashing of the verifier under different system considerations. Finally, we analyze
the impact of the verifier’s challenge probabilities on aggregators’ behavioral
dynamics. All the experiments were performed on a computer with an 11th Gen
Intel(R) Core (TM) i7-1195G7 @2.90GHz processor and 16 GB of memory.

6.1 Expected Utilities with Incremental Valued Batches

This section computes the expected utility for aggregators and verifiers in the
conventional inspection game and the proposed Bayesian game with a reputa-
tion mechanism (Figure. In the conventional model (Figure, aggregators’
utilities depend on rewards from processing rollup batches and adversarial gains
when verifiers overlook malicious proofs. Verifiers achieve modest utility due
to their reactive role, leading to frequent disputes and delays. In contrast, the
Bayesian model (Figure incentivizes aggregators to submit valid proofs,
offering higher and more stable utility for honest behavior, as invalid proofs risk
reputational and monetary penalties. Verifiers experience slightly lower utility
due to fewer challenges but benefit from reduced adversarial actions and mini-
mized wrong challenges. The proposed model significantly increases aggregator
utility for valid proofs, reducing malicious behavior and enhancing system ro-
bustness and throughput.

6.2 Throughput with variable Aggregator-Verifier Proportions

This section analyzes system throughput based on transactions processed per
unit time under different aggregator-to-verifier ratios (Figure |§[) and evaluates
the modified game’s impact on performance. Figure shows that throughput
increases with batch size across all ratios, but aggregator-heavy configurations
(e.g., 3:1, 5:2) achieve higher throughput at the cost of increased vulnerability,
while balanced or verifier-heavy ratios (e.g., 3:2, 1:1) ensure greater scrutiny
at lower throughput. In the Bayesian game, throughput also rises with batch
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System Throughput w.r.t. System Throughput w.r.t.
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Fig. 6. The transaction throughput of the system w.r.t. the number of transactions
processed per unit of time with different proportions of aggregators and verifiers when
playing (a) the inspection game and (b) the Bayesian game.

size but reaches higher overall levels across all ratios (Figure . Aggregators
are incentivized to submit valid proofs, reducing verifier workload and accel-
erating processing. The gap between aggregator-heavy and verifier-heavy se-
tups narrows, with balanced ratios (e.g., 3:2, 1:1) approaching aggregator-heavy
throughput levels (e.g., 3:1). This suggests that the reputation mechanism and
Bayesian decision-making improve scalability while preserving integrity. Overall,
the proposed game enhances throughput by aligning incentives and mitigating
adversarial actions.

Verifier Slashing Heatmap Verifier Slashing Heatmap
(Conventional Game) (Proposed Game)

275

100-500

100-500

225

500-1000 500-1000 s

150
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Transaction Range
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1000-1500 1000-1500

31 52 21 32 1l
Aggregator-to-Verifier Ratios

(a) (b)

31 52 21 32 1l
Aggregator-to-Verifier Ratios

Average Slashing per Verifier (Satoshis)
Average Slashing per Verifier (Satoshis)

Fig. 7. Contrasting the verifier slashing amounts due to incorrect challenge with (a)
the inspection game and (b) the Bayesian game with different valued rollup batch and
variable aggregator-verifier ratios.

6.3 Analysis of Verifier Slashing

This section examines verifier slashing due to incorrect challenges under dif-
ferent aggregator-to-verifier ratios and transaction ranges (Figure m), compar-
ing the inspection and Bayesian games. In the inspection game (Figure [7(a))),
slashing levels are higher across all configurations, increasing significantly in
aggregator-heavy ratios (e.g., 3:1, 5:2) due to limited monitoring and rushed
disputes. Larger batch sizes further amplify slashing as verifiers struggle with
accurate assessments. Balanced or verifier-heavy ratios (e.g., 3:2, 1:1) see lower
slashing but still experience notable penalties due to adversarial incentives. In
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Fig. 8. Analyzing the integrity of the transactions processed by optimistic rollup when
playing (a) the inspection game and (b) the Bayesian game, with variable aggregator-
verifier ratios.

the Bayesian game (Figure , slashing is uniformly lower across all setups,
as reputation mechanisms and Bayesian decision-making improve verifier accu-
racy and reduce wrongful challenges. While aggregator-heavy setups (e.g., 3:1,
5:2) still show slightly higher slashing, the gap is narrower than in the inspec-
tion game. Larger transaction ranges have less impact, indicating the Bayesian
framework’s robustness to batch size variations.

6.4 Analysis of Transaction Integrity

This section analyzes transaction integrity in optimistic rollups (Figure [8) and
highlights the Bayesian game’s improvements over the inspection game. In the
inspection game (Figure , integrity losses are highest in aggregator-heavy
setups (e.g., 3:1) with low honesty probabilities, as fewer verifiers enable dis-
honest aggregators to exploit the system. Even in balanced setups (e.g., 1:1),
integrity hampering remains moderate when honesty is below 50%, revealing
the inspection game’s weakness in relying solely on verifiers to detect fraud. In
contrast, the Bayesian game (Figure mitigates integrity losses through rep-
utation mechanisms and probabilistic decision-making. Even in aggregator-heavy
setups, dishonest aggregators face reputational penalties, reducing incentives for
fraud. As honesty probabilities rise, integrity hampering drops to negligible lev-
els across all configurations, demonstrating the Bayesian game’s effectiveness in
promoting valid proof submissions.

6.5 Trend of Aggregators’ Behavior

This section examines how verifier challenge probabilities influence the distribu-
tion of aggregators as “Good,” “Grey,” or “Bad” (Figure @ First, we analyze
varying invalid batch challenge probabilities (w) while keeping valid batch chal-
lenges fixed (7 = 0.25) (Figure [0(a)). At moderate w = 0.7, the number of
“Bad” aggregators is lowest, as higher scrutiny deters malicious behavior. How-
ever, increased verifier strictness (w = 0.9) further reduces “Bad” aggregators
while stabilizing or slightly increasing “Good” aggregators. “Grey” aggregators
decline as stricter verification limits occasional protocol violations. Higher values
of w not only minimize the presence of “Bad” aggregators, it also create condi-
tions that reinforce adherence to protocol by “Good” and “Grey” participants.
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Fig. 9. Count of aggregator types across batch submission rounds in the OP Sepolia
testnet with: (a) varying verifier challenge probabilities for invalid batches (fixed 25%
for valid batches) and (b) varying verifier challenge probabilities for valid batches (fixed
70% for invalid batches).

Next, we analyze different values of A (likelihood of bad aggregators submitting
valid proofs) with w = 0.7 (Figure [9(b)). At low A = 0.15, “Bad” aggregators
are most prevalent, as frequent detection classifies them accordingly. As A in-
creases to 0.25, “Bad” aggregators decline, with some shifting to “Grey” status
due to partial compliance. At A = 0.35, “Bad” aggregators reach their lowest
level, with more shifting to “Grey.” Throughout, “Good” aggregators remain
stable. A moderate A (0.25) balances reducing bad actors while encouraging
grey aggregators to adapt, fostering system stability.

7 Conclusion

Scalability and security are crucial for any L2 solution. This work introduces
OPTIGAME, an enhanced optimistic rollup protocol using a Bayesian game model
and a reputation mechanism to address security flaws in inspection game frame-
works. By aligning incentives, OpTIGAME encourages valid proof submissions,
increasing honest behavior’s utility. While verifiers may experience lower util-
ity due to fewer fraudulent proofs, this trade-off is outweighed by overall im-
provements in system integrity and efficiency. The reduction in erroneous chal-
lenges and adversarial actions strengthens security and scalability. By employ-
ing symbolic mathematics to construct a dynamic and adaptive pay-off matrix,
OpTIGAME provides a flexible foundation for further optimization of L2 protocols.
Our experimental results on the Optimism Sepolia testnet validate the practical
efficacy of the proposed model in the real world, highlighting its potential to
enhance the overall robustness and performance of optimistic rollup.
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