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Abstract

Contingency Analysis (CA) is a critical part of the Energy Management System of a power grid, ensuring the optimal
operating set-points without violating constraints, even in the face of contingency events. CA relies on State Estimation
(SE) to perform its analysis, paving the way for Security Constrained Optimal Power Flow (SCOPF) that ensures
optimal economic generator dispatches, even in scenarios like n — 1 contingencies, such as a single line failure. This
integrated approach enhances the grid’s resilience and efficiency under diverse conditions. However, it is shown that an
adversary can alter specific power measurements to corrupt the SE without being detected. Such a corrupted estimation
will provide CA with a fake model to deal with, which can further lead the grid to an even more vulnerable state.
This research formally models and analyzes these attacks on CA, particularly on SCOPF, which are routed from SE.
We formally model these complex attacks as a set of constraints and solve them using Satisfiability Modulo Theories
(SMT) to synthesize potential attack vectors. Each of these vectors specifies a set of measurements that an adversary
can alter to cause one or more transmission lines to be overloaded when some specific contingencies happen. We apply
various sensitivity factors to make the solution to this complex synthesis problem tractable. We demonstrate our formal
analytics on IEEE bus systems and verify the results using OPAL-RT, a standard virtual power grid testbed. We finally

evaluate the tool with respect to various attack and grid characteristics.
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1. Introduction

Power grids are perfect examples of Cyber-Physical
Systems (CPSs), where modern technologies are increas-
ingly used for smarter operations, economic advantages,
and efficient management [I 2]. In a power grid, the En-
ergy Management System (EMS) refers to a set of mod-
ules used by the Supervisory Control and Data Acquisition
(SCADA) system for system-wide data analysis, control,
and operation. State Estimation (SE) is a key EMS rou-
tine that estimates the system state variables from a set
of real-time SCADA data (i.e., power measurements and
breaker/switch statuses). The states are used to compute
the remaining unknown power measurements as well as to
rectify the received measurements. Security Constrained
Optimal Power Flow (SCOPF) optimizes economic dis-
patch calculations through Contingency Analysis (CA) and
Automatic Generation Control (AGC) by utilizing SE out-
comes. This integrated approach operates within system
constraints and effectively addresses contingencies, such as
the risk of potential generator or transmission line failures.

Different modules in EMS not only use the output of
SE to operate the grid optimally, but also they are interde-
pendent, i.e., the output of one module is required by other
modules. Therefore, a problem in one module cascades to
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other EMS operations, causing an ultimate failure. More-
over, these smarter grids are becoming vulnerable to cy-
berattacks. For instance, a synchronized cyber-attack in
December 2015 compromised three electric power distri-
bution companies in Ukraine, causing a power outage that
affected nearly 225,000 customers for a couple of hours [3].

Since control channels in a CPS often use proprietary,
locally distributed, and seldom secured communication net-
works, sensor channel-based attacks receive more atten-
tion. It has been shown that sensor measurements can
be intelligently altered to negatively affect the SE output
[6]. The basis of these Undetected False Data Injection
(UFDI) attacks is to alter the measurements while keeping
consistent with the power system balances. The Bad Data
Detection (BDD) mechanism that is traditionally used in
EMS/SE utilizes redundant sensors to filter out erroneous
measurements by checking the difference between observed
and estimated values [7,[8]. An adversary with a compre-
hensive knowledge of the grid topology and sensors can
manipulate measurements and bypass BDD [6].

To assess the security of a power grid against such at-
tacks, the defender needs to know the attack space — a set
of attack vectors. Studying the attack space enables de-
fenders to proactively address weaknesses, enhance detec-
tion capabilities, and fortify the grid against potential dis-
ruptions, thereby safeguarding critical infrastructure and
ensuring a secured energy supply. Each attack vector spec-
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Table 1: Comparison of our work with the existing baselines on UFDI attacks against SCOPF

Aspect

Kang et al. [4]

Chu et al. [5]

Ours

Primary Objec-
tive

Quantify the extent of energy
cost miscalculation on real-time
power market operations caused
by the UFDI attacks

Evaluate the percentage of post-
contingency targeted line over-
loading under worst-case UFDI
attacks

Analyze of attack space of the
UFDI attacks targeting post-
contingency line overloading
without increasing energy cost

Attack Point

Injects false measurements di-
rectly to the SE process located
at EMS

Injects false measurements di-
rectly to the SE process located
at EMS

Injects false measurements at the
local sensors located at filed-level

Attack Rationale

Less Impractical: as the at-
tacker needs to compromise the
highly secure EMS

Less Impractical: as the at-
tacker needs to compromise the
highly secure EMS

More Practical: as the attacker
only needs to compromise the se-
lected local sensors or networking

nodes
Physical Impact No Yes Yes
Economic Impact | Yes No Yes

ifies a set of sensors/measurements to be altered (and in-
jected/altered values). While exploring these attack vec-
tors is essential, realizing the interdependent/cascaded at-
tack progression is non-trivial.

Related work: The analysis of the UFDI attack space
as well as their impact on power grids has been studied
comprehensively [9HI3], considering various aspects such
as economic [T4HIg|, load redistribution [19], frequency
deviations [20], relay operations [2I], small-signal insta-
bility [22], etc. Moreover, there have been good amounts
of works on UFDI attacks in microgrid security [23H28].
However, there are very limited works focused on UFDI
attacks on CA/SCOPF of power grids [4] [].

Contributions: Given the limited research on UFDI
against CA/SCOPF, we present a comprehensive formal
framework that automatically examines UFDI attacks ini-

tiated at the sensor level—rather than the states—deliberately

affecting SCOPF by misleading the CA. The objective
is to disrupt secure operations and potentially result in
physical damage during contingency. Particularly, we con-
sider breaking the CA constraint that ensures the safety
of the transmission lines when any line trips. The attacks
start from the compromised sensor measurements that are
transmitted from the field devices through different com-
munication channels to SE for estimating the whole grid.
Such false measurements can mislead the estimation, and
so the SCOPF solution, which is no longer secure for the
system. Consequently, SCOPF can select an insecure set
of generation dispatches that may run without any con-
straint violation but may overload some transmission lines
if any contingency happens, leading to cascading trips.
Our approach to UFDI attacks against the SCOPF rep-
resents a significant advancement over prior works [4, 5], as
summarized in Table [I} Unlike Kang et al. [4], who quan-
tify energy cost miscalculation in real-time power mar-
ket operations, and Chu et al. [5], who evaluate post-
contingency line overloading, our focus lies in analyzing
UFDI attacks targeting post-contingency line overloading
without increasing energy costs. We enhance practicality
by injecting false measurements at local sensors in the field

rather than compromising the highly secure EMS, making
our methodology more practical. Notably, our work intro-
duces a novel dimension by considering both physical and
economic impacts on the objective function, providing a
more comprehensive understanding of the potential UFDI
attacks. Overall, our approach offers a more realistic and
advanced perspective on UFDI attacks, contributing to the
ongoing efforts to enhance power system security. Further-
more, due to the differences between the approaches and
focuses of our work and these baseline papers, directly
comparing the results is difficult.
Our contributions in this paper are as follows:

e We present a formal framework to analyze UFDI at-
tacks on SCOPF. This framework consists of mod-
eling the power system, including SE and SCOPF,
UFDI attacks, adversaries capabilities, and the tar-
geted corruption of the SCOPF solution (the attack
goal). We leverage different linear sensitivity factors
to linearly relate a contingency with the power flow.
The solution of the model synthesizes attack vectors
for a given scenario.

e We use a Satisfiability Modulo Theories (SMT) [29]
solver to encode and solve the proposed framework
as a constraint satisfaction problem. We demon-
strate our implemented model on various IEEE bus
systems[30] and verify the results with a standard
virtual power grid testbed using OPAL-RT [31]. Fi-
nally, we evaluate the implemented tool based on its
attack success analysis performance and scalability
at different problem characteristics and sizes.

It is worth mentioning that we previously published the
concept of this research as a poster [32]. We also make the
code publicly available to facilitate transparency, repro-
ducibility, and baseline comparisons. The code is available
at https://github.com/shahriar0651/ufdi-scopfl
The remaining parts of this paper are organized as fol-
lows: Section [2| presents background information, related
work, and motivation. Section [3| contains formalization
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of attacks and their impact on SCOPF during both pre-
attack and post attack scenarios. Evaluation results are
discussed in Sectioff 4. Finally, we conclude the paper in
Section[d.

2. Background, Related Work, and Motivation

This section briey discusses the necessary prelimi-
naries as well as an example attack on SCOPF. Tablg]|3
presents the notations used throughout the paper.

2.1. DC Power Flow Model

Although AC power ow analysis of a power system
provides the most accurate result, it is computationally
expensive as a grid withn nodes needs to solve 12 non-
linear equations through iteration. The high level of ac-
curacy with a detailed result provided by the AC power
ow model does not overcome the high computational ex-
pense. Therefore, a linearized model of the system called
the DC power ow model, is used to speed up the com-
putation [B3]. It simplies the full power ow analysis
only considering active power and is commonly used in
contingency analysis [[34]. Moreover, due to its simplicity,
robustness, and high computation speed, it is also vastly
used for the real-time dispatch and techno-economic anal-
ysis of power systems in the industry.

2.2. State Estimation and Stealthy Attacks

State estimation in the DC power ow model esti-
mates the phase angles of the buses from several power
ow measurements. To estimaten number of states vari-
ablesx = (x1;Xz; :Xn)T, m number of meter measure-
ments z = (23, 2; :zm)' are used. Herem number of
measurements should be su cient to calculate the states,
usually m >> n , which indicates that the measurement
set includes redundant measurementd [7]. The DC power
ow model is a linear approximation of the power sys-
tem, and hence the measurement model can be written as:
z= Hx + e, whereH = (h;jj )m n is the Jacobian matrix
calculated using line admittances, ande is the measure-
ment error vector. The gross measurement errors are de-
tected, removed, and smoothed by the redundancy. Con-
sidering Gaussian distribution for the measurement error
with zero mean and known deviation, the state estimation
% is given as:® = (HTWH ) HTwz, whereW is a di-
agonal \weighting" matrix whose elements are reciprocals
of variances of the meter errors. Thus, the measurement
values can be calculated byH® whenjjz HRjj provides
the measurement residual. Considering as the threshold
for the errors, any data satisfyingjjz HRjj > is detected
as a bad data.

While injecting false data into the system, the bad data
detection process can be bypassed by generating attack
vectors accordingly [6]. A random value of false dataa
can be injected into the measurementsz such that a is
a linear combination of the column vectors ofH such as

a = Hc wherec is added to the original state estimate®
to avoid the injection of a into the measurements. Since
z+ a= H(R + c), the residual jj(z+ a) H(R + c)jj still
remains the same agjz HR jj and the bad data injection
is not detected. Note that this requires knowledge ofH,
i.e., full knowledge of system topology, parameters, and
measurement con guration. The same approach is used to
inject the UFDI into the system to attack the contingency
analysis of the power grids.

2.3. Line Outage Distribution Factors and Shift Factors

Line Outage Distribution Factors (LODFs) represent
the sensitivity of a power system during a contingency con-
dition, i.e., line outage [35,[36]. As a power system is a
complex network, all elements have their operating limit; if
power ow through any line exceeds its rating, the circuit
breaker will trip the line to protect the rest of the system.
At the same time, there might also be some natural or
accidental events that may cause the contingency. During
the outage, pre-outage power owing through the a ected
line is distributed to the other lines with respect to the
LODF matrix. Each element of the matrix represents if
one line is tripped, what percent of the power of the af-
fected line will be shared by another line. Thus, LODFs
are used to calculate the linear impact of contingencies in
the power system simulator. Therefore, due to the outage
of line j, the post contingency power ow of linei, P(';;j )
is:

PGj) = Pt + LODF{ Pf

where P> and P} are the pre-outage power ows of line

i and line j, respectively and LODF/ is LODF of line i
with respect to the outage of linej.

In our work, we calculate the LODF matrix of a power
system [36] using shift factors (SFs), also known as power
transfer distribution factors (PTDFs). An SF/PTDF indi-
cates the impact on the line power ow due to the changed
power transfers between two buses. In other words, SFs
specify how the changes (shift) in power generations/loads
in the buses change the power ow through the transmis-
sion lines. To calculate the SF values, we rst calculate
the Y matrix as

2 3
Y11 Y12 Yin
Y21 Y22 Y2n
Y = :::: R R
Yn1 Yn2 Ynn
Here, yii = 7, Ykk = k=1 ket Yu Wherezq (= z),

and yy (= vy;) are the impedance, and admittance of the
line i (between the busesk and 1), respectively. We con-
sider bus 1 as the slack bus and thus, determine the matrix
Yhuso by eliminating the 15' row and column from the Ypys
matrix. Then, we calculate the sensitivity matrix X by
the following equation:
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The SF of linei (the line between busesp and qg) due to
an injection at bus k from another bus | is calculated by
the following equation:

SF!‘;'=Z;((Xp| Xp)  Xar Xa))

In the next sections, for brevity we the term SFX in stead

of SFX if the the bus | refers to the reference bus.
Finally, the LODF of line i due to the outage of line

j (i.e., the line between busesk and ) can be calculated

using SFs by the following equation:
_ kil
LODF! = Lm

2.4. Security Constrained Optimal Power Flow

The goal of the SCOPF algorithm is to minimize the
total generation cost by adjusting di erent system controls
while satisfying power balance constraints imposing the el-
ements' maximum rated capacities. However, the secure
and reliable operation of the power system expects no un-
controllable situations during the contingencies. In order
to make the system secure, the optimization of the cost
function also needs to consider the contingency scenarios
as an additional constraint. The SCOPF algorithm ad-
justs the control settings during the pre-contingency con-
dition to avoid interruption in the post-contingency con-
ditions. Consequently, the SCOPF algorithm intends to
minimize the total cost of generation satisfying two sets of
constraints [37] using the DC approximation model. The
rst set guarantees the power balance equations, includ-
ing total power generation and consumption equality. The
second set ensures the system's security, i.e., the equip-
ment ratings (i.e., generation limits), transmission line ca-
pacity limits, and control variables in pre-contingency and
post-contingency conditions. Let the generation cost of the
generator connected at busk be represented byCy (PS),
where Cx may have two parts: xed cost and variable
cost, both depending on the nature of the power plant
(e.g., type of fuel, maching, cycle, etc.). Hence, the object
of SCOPF is to minimize , C¢(Px) while satisfying the
power balance and security constraints.

2.5. Related Work

UFDI attacks are one of the most researched and con-
tinuing issues in the cybersecurity analysis of power sys-
tems. The idea of such stealthy attacks is rst introduced
in [6, 38]. They considered the adversary has compre-
hensive knowledge about the network and the targets are
arbitrary and specic. Valid UFDI attacks can be con-
structed with incomplete information [14{16], such as par-
tial or inadequate knowledge of the power system equip-
ment properties or topology [39{41]. Di erent types of

attacks, such as economic attacks [17, 18], load redistri-
bution attacks [19], and energy deceiving attacks [42] are
considered to study the UFDI attack impacts on power
grids. The work in [43] shows the competition between
an intruder and a defender concerning the e ects of UFDI
attacks on energy markets. In [44], the algebraic forms of
undetected topology attacks in power grids are introduced.
The idea of anonymous attacks is proposed in [45], where
the grid operator might be able to detect the presence of
bad data but cannot recognize the compromised sensor
accurately. In [46], the authors introduced load redistri-
bution attacks, which were discussed later for situations
where the attacker has inadequate knowledge [47].

Some works explored di erent attack attributes and
their impacts on the attack generation. Rahman et al.
introduced a formal model that veri es stealthy attacks
comprehensively on state estimation considering di erent
attack attributes concurrently [9]. Later, in [10], they as-
sessed the e ect of stealthy attacks on the economic per-
formance of the power system in [18]. Some works also
explored Simulink[11, 48] and Why3 [49] in UFDI attack
generation and veri cation and their impact on the eco-
nomic operation of the grids. Vukovic et al. introduced
several security metrics to calculate the weight of indi-
vidual buses and the expense of compromising di erent
measurements, acknowledging the vulnerability of the sys-
tem connectivity [12]. Kin Sou et al. proposed that anl;
relaxation-based method gives an accurate optimal solu-
tion to the attack vector generation problem [13].

The impact of UFDI attacks on power grids SCADA
has been studied by various researchers [50{52], consider-
ing di erent types of attacks, such as random noises, signal
scaling, surges, and ramps. In a similar study [53], the im-
pacts of some prede ned templates of UFDI attacks (such
as constant and random packet delays) are investigated.
In [20], the authors con rm that UFDI attacks may lead
to grid frequency deviations, which can eventually trigger
load-shedding relays. Similarly, impacts of UFDI attacks
on rate-of-change-of-frequency (RoCoF) relays are stud-
ied in [21]. In recent work, Jafari introduced UFDI-based
false relay operation attacks in power systems with high
renewables [54]. They also analyzed UFDI attacks against
power system small-signal stability [22]. The possible vul-
nerabilities introduced by the integrated Volt-VAR con-
trol plan after UFDI attacks on the system are studied in
[55]. The work in [56] proposes a new attack strategy to
alter the distribution feeder voltage pro le. The impact
of UFDI attacks on automatic generation control (AGC)
was studied in [57]. In [58], the authors present an op-
timization framework to investigate the vulnerability and
impact of UFDI attacks on AC/HVDC (high-voltage DC)
load frequency control. The authors in [59] target studying
a hybrid stealthy attack on AGC as an optimization prob-
lem to disrupt the normal operation of AGC. [60] proposes
a new type of load redistribution attack on a closed-loop
Conservation Voltage Reduction (CVR).

There are research e orts in making the microgrid se-
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Figure 1: Contingency scenarios of pre-attack condition : (a) no contingency, (b) line 1 trips, (c) line 2 trips, and (d) line 3 trips.

cure against UFDI attacks, such as data-driven approach [23],
static security analysis [24], virtual inertia-based control [25],
security-constrained multi-objective optimal dispatch frame-
work [26], and others [27, 28]. In order to detect any UFDI
attack in the microgrid, [61] presents a technique that uses
transient information. Abbaspour et al. [62] propose a
resilient control strategy for load frequency control sys-
tems under UFDI attacks. In[63], the authors consider the
distributed load sharing of autonomous microgrids under
UFDI attacks. An adaptive reclosing for restoring the in-
terrupted feeder operation to maintain dynamic security
was proposed in [64]. A framework for the privacy and
security enhancement in the networked microgrids based
on the blockchain-enabled IoT approach is presented in
[65]. [66] evaluates the impacts of UFDI attacks on criti-
cal microgrid control functions, such as loss of load result-
ing from Under Frequency Load Shedding (UFLS) and the
dynamic frequency response of the microgrid. In [67], the
authors studied the UFDI attack against the security issue
of the microgrid dynamic partitioning process. Bobba et
al. proposed that defending a set of measurements, which
assure observability, can detect UFDI attacks [68]. Kim
et al. suggested a greedy suboptimal algorithm that can
determine a measurement subset, which is immune to false
data injection [69].

Recently, Kang et al. [4], and Chu at el.[5] studied
UFDI attacks on contingency analysis of power system,
which are discussed in Section 1. Unlike the works men-
tioned above, we propose a comprehensive formal frame-
work to synthesize the stealthy attack vectors that can
compromise the SCOPF/CA solution, providing a false
notion of security in contingencies. The synthesis model
considers a complete attack path, from altering the mea-
surements to their impact path down to CA and automati-
cally identifying the critical attack space. We also analyze
the potential measures to increase the system's robustness
against such attacks.

2.6. Attack Model

We consider an attacker launching UFDI attacks with
a target to disrupt the SCOPF solution. Therefore, under
the attack, although the system expects no overloading
during any contingency, one or more lines get overloaded
when any contingency (line-tripping) happens. In this
work, we consider UFDI-based cyber attacks that com-

Table 2: Bus and line parameters of the 3 bus system

Bus Data Bus 1 Bus 2 Bus 3
Rated Load (MW) 1000 1000 1500
Current Load (MW) 800 800 1400
Generation Capacity (MW) 2000 1500 500
Cost Coe cients ( $, $/MW) (10, 1) (10, 2) (10, 3)
SCOPF Dispatch (MW) 1800 1000 200
Line Data Line 1 Line 2 Line 3
Connecting Buses 1,2 1,3 2,3
Rated Capacity (MW) 1100 1200 1200
Current Line Flow (MW) 508 492 708
Percent of overloading (%) 46 41 59

promise the corresponding sensors/meters or use man-in-
the-middle attacks during the transmission of data. The
sensors are located at the bus or the remote terminal unit
(RTU). The parameters of the attack model consist of the
attacker's resources, accessibility, and knowledge of the
system. The attacker needs to access the substation or
the corresponding RTU to inject the false data. However,
physical or remote access to some measurements can be
restricted to the attacker. Some of the measurements may
be secured. An adversary also needs to have the neces-
sary knowledge of the grid, particularly the bus topology
and the transmission lines' electrical properties (e.g., ad-
mittance), to remain undetected. Furthermore, an adver-
sary might be limited in terms of the cost or di culties of
launching attacks on highly scattered measurements. In
our proposed model, we consider all these aspects to ana-
lyze the impacts of the attacks on SCOPF.

2.7. An Example of UFDI Attack on SCOPF

To understand the UFDI attack on CA, let us consider
a simple three-bus power system, as shown in Fig. 1(a). All
the buses have loads and generators and are interconnected
to each other. Table 2 shows the bus and line parameters
as well as the pre-attack power ow data. Under the nor-
mal (pre-attack) scenario, the SCOPF algorithm nds the
optimum dispatches for the generators as 1800 MW, 1000
MW, and 200 MW, respectively, with a total generation
cost of $4,430. As shown in Fig. 1 (a), the normal line
ows without any contingency are 508 MW, 492 MW, and
708 MW, respectively. As the system is running based on
the SCOPF solution, Fig. 1 (b-d) shows that when one
of the lines trips, the other two line ows are within the
capacity, ensuring the system'’s security.

Now, let us consider that the attacker compromises a
few targeted sensors and injects false data into the corre-
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Figure 2: Expected contingency scenarios after the attack: (a) no contingency, (b) line 1 trips, (c) line 2 trips, and (d) line 3 trips.
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Figure 3: Post attack contingency scenarios with real data: (a) no contingency, (b) line 1 trips, (c) line 2 trips, and (d) line 3 trips.

sponding measurements so that EMS observes a 200 MW
increase in load 1 and a 100 MW decrease in each of the

loads at buses 2 and 3. The loads are redistributed, and
the total load of the system remains the same. Thus, the
system now expects 1000 MW in bus 1, 700 MW in bus 2,
and 1300 MW in bus 3.

The EMS will recalculate the new set of generations
following the SCOPF algorithm based on the false load
data. After running the SCOPF on the false data, the
new dispatches become 2000 MW, 900 MW, and 100 MW,
respectively. The generation cost with the new dispatches
is $4,130, which is even lower than the pre-attack cost. As

bus 1 observes an increase in the load and has the genera- Figure 4: The systematic ow of nding the attack vectors against

tor with the lowest generation cost, it increases its genera-
tion instead of importing power from other buses. Besides,
the system expects that all line ows will be within the
capacity limit during normal and contingency conditions.
Fig. 2 shows the expected contingency scenarios.

Whereas the EMS runs on the false load and expects
the above-discussed scenario, the actual loads are still the
same as the pre-attack condition, but the dispatches are
changed and not secure anymore; thus, the system will not
run as per the expectation. Fig. 3 shows the scenarios that
the system observes during pre- and post-contingency con-
ditions. In such cases, there is no line overloading during
the normal operation. However, if one of the lines trips,
the other lines may get overloaded. Fig. 3(b) shows that
the tripping of line 1 does not overload any other lines.
However, as Fig. 3(c) illustrates, when line 2 trips, line
1 and line 3 get overloaded by 19% and 7%, respectively.
Similarly, when line 3 trips, line 2 becomes overloaded by
7%, as shown in Fig. 3(d). However, in all these cases,
EMS expects no overloading during the tripping of any
lines.

SCOPF, which is uni ed in a single framework.

3. Formal Model for Attack Synthesis

Here, we present our formal framework and several case
studies verifying the e ectiveness of our framework with
the results from OPAL-RT.

3.1. Framework

The synthesis of stealthy attacks that impact SCOPF
follows the idea presented in Fig. 4. The idea comprises
two groups of formal models: Stealthy attack modelsthat
nd potential attack vectors and SCOPF attack models
that verify if there exists a solution that leads to a stealthy
UFDI attack on SCOPF without increasing the generation
cost. Stealthy attack models include several stages: the
topology model de nes the system parameters, underly-
ing power transfer distribution factors, etc. UFDI attack
to measurement model tries to nd an attack vector that
satis es the attack model (i.e., attack attributes) based on



the attacker's capabilities. When there is an attack vec-
tor, the system is (incorrectly) updated according to the
attack vector, i.e., with the consideration of the compro-
mised loads. Lastly, the impact of the UFDI attack model
determines the e ects of the attacks.

On the other hand, SCOPF attack models include a
pre-attack SCOPF model with actual loads and an ex-
isting generation that estimates the current states of the
system. The post-attack SCOPF model with corrupted

false loads and new generation ensures no overloading on

corrupted data. At the same time, the generation cost is
evaluated by executing the SCOPF model to see if there
is an increase in the generation cost with respect to the
pre-attack scenario. Lastly, the post-attack SCOPF model
with actual loads and new generation ensures the overload-
ing of lines during contingencies. If all the constraints are
satis ed, then the attack is successful. As mentioned ear-
lier, the objective is to overload some lines during contin-
gency while the generation cost remains unchanged (i.e.,
no signi cant cost di erence). The following subsection
presents the necessary formalization that uni es the con-
ceptual building blocks, as shown in

3.2. Formalization

Table 3 presents the notations used for modeling UFDI
attacks on SCOPF, and the following subsections formalize
the pre- and post-attack constraints during the pre- and
post-contingency scenarios.

Pre-attack Case with the SCOPF Model:

To model power ow analysis, we use the DC power
ow model. According to the discussion, transmission lines
are considered lossless; thus, the admittance is calculated
only from the reactance. The buses connected through line
i are indicated by f; (from-bus) and e (to-bus), where
1 i I, 1 fi:e b, and | and b represent the
numbers of lines and buses, respectively. The basic power
ow equation is

81 i IDiL = yl( fi ei) (l)
Here, ¢, and ¢ denote the phase angles of the buses
fi and g, respectively. As in the DC model, each state
corresponds to a bus, so the number of states is equal
to b. Let P2 be the power consumption of busk, which is
the summation of the power ows of the lines connected
to this bus. Let Ly.ijn and Lot be the sets of incom-
ing and outgoing lines of busk, respectively. The power
consumption at busk is
X X

8 k b PP = Pt Pt (2

i2|—k; in i2Lk; out

The power consumption of a bus is also equal to the dif-
ference between the load of the bus and the power injected
to the bus by the generators. The power consumptiorP2
of busk is as follows:

81k b Pe =PC P¢

®)

Table 3: Modeling Parameters

Notation De nition
X States vector
R Estimated states vector
c Injected false state vector
n Number of states.
z Measurement vector
a Injected false measurement vector
m Number of possible measurements.
H Jacobian matrix calculated using line admittances
Threshold for the errors
ri Resistance of transmission line i
gi Conductance of transmission line i
Xi Reactance of transmission line i
o Susceptance of transmission line i
Zi Impedance of transmission line i
Zu Impedance of line between the buses k and |
Yi Admittance of transmission line i
Yk Admittance of of line between the buses k and |
i from-bus of line i.
€ to-bus of line i.
| Number of total lines in the grid.
Pt Pre-contingency power ows of i
P("‘;j ) Post-contingency power ow of line i due to the out-
age of line j
Lk in The sets of incoming lines to bus k.
Lk; out The sets of outgoing lines of bus k.
LODF / LODF of line i with respect to the outage of line j
SF X SF of line i due to an injection at bus  k from bus |
SF & SF of line i due to an injection at the reference bus
from bus k
Vi Voltage phasor of of bus k
K The voltage phase angle at bus  k
PS Dispatch of generator at bus  k
PS Generated power of bus  k
PP Load power of bus k
P2 Bus k power consumption.
G () Cost function of the generator connected to bus k
& cost coe cients for a speci ¢ generator.
b Number of total buses in the grid.
aj Whether measurement i is required to be altered
hg Whether any measurement at bus k is required to
be altered
ti If potential measurement i is taken (i.e., it is
recorded or reported by a meter).
ri Whether the attacker can access measurement i.
S Whether measurement i is secured.
B Maximum percentage of bus load as false data .
L Minimum percentage of lines overloaded during con-
) tingencies.
! Whether line i get overloaded when line j trips.
) Compromised/expected data
(':\) Actual sensor data

whereP,¢ and P2 denote the generation and load of that
bus, respectively. If no generator at busk, then P& = 0.
Similarly, if there is no load at bus k, then P, = 0.
Considering P2, and P2 .. as the minimum and
maximum limit for the load at bus k. The constraint for
the limit of the load at bus k is
PY (4)

D
81 k b l:)k;min Pk;max

Besides, each generator also has a rated capacity, and
the dispatch of generatork must be within its minimum
(P&nin ) and maximum (PG, ., ) generation capacities, as
follows:

5)

81 k b (Pk(;;min I:)kG Pk(;Smax )_ (Pk = O)



If line j trips, the post fault power ow through line i,

Pg; ) is calculated using:

81 i |81 ol P(Iij ) = PiL + PJL LODF ij (6)
Each transmission line has a limited power ow capacity.
AssumeP}, . as the line power ow capacity. Therefore,

the maximum power ow capacity of each line as follows:

@)

As the system runs on SCOPF, all the contingency con-
ditions are considered during the optimization process.
Thus, when the linej trips, power ow through any line i
should also be within the rated capacity, following:

81 il jPiLj I:)il;_max

811 181 1 PGyl Pimax 8)

Let G(:) denote the cost function of the generator con-
nected to busk, which takes the total power generated as
the input and returns the cost. Usually, G (:) is a strictly
increasing convex function. The cost function in this pa-
per is considered asG (PS) = + PS, where and
represent the cost-coe cients of the generators. SCOPF
nds the optimum set of a generation with the minimum
generation cost, Tscopr following:

Tscopr = aP)
1k b

9)

False Data Injection to Measurements: In the DC
model, two measurements, forward and backward line power
ows, can be measured for each line. Also, power con-
sumption can be measured for each bus. Therefore, for a
power system with| number of lines andbnumber of buses,
there is the mostm = 21 + b number of potential measure-
ments. Note that the measurement for the forward and
backward power ows of the line i are denoted with index

i and | + i respectively, while the power consumption of
bus k is shown with index 2 + k.

Any variable with a bar (') indicates the compromised
sensor measurement after the UFDI attack, which may or
may not be equal to the actual value. Assume Pl as
the false change in the power ow measurement of line
i. According to Equation (2), P2 at bus k depends on
the false changes made in power ow measurements of the
lines connected to the busk. PiL 6 0 speci es that if
measurements and | + i corresponding to linei are taken
(i.e., tj and t+ ), they are required to be changed by PiL.

Likewise, the power consumption measurement at bus
k is required to be changed when PE 6 0 and it is taken
as follows:

81 i1 &a! " ( PiLeo)
81 i 1 a+i! ti+i( PiLSO)
to+j ™ ( PE&O)

(10)

81 k b ay+j !

Conversely, measurement is altered only if it is taken
and the corresponding power measurement is changed, for-
malized as:

81 i 1 ( PI60)! (ti! a)™ (tui! &)

: (11)
8 kb ( P 60! (tark! az+x)
The attacker's physical or remote access to the mea-

surements is one of the key factors in false data injection

to a measurement. However, if a measurement is secured

(i.e., data integrity protected), the UFDI attack will not

be successful even if the attacker has access to the mea-

surement. Hence, the attacker will only be able to change

the measurementi if the following is true:

8 im a! rin: s (12)

Due to the limited capacity, an attacker may only attack

a few substations/buses at any particular time. When a
measurement of a bus needs to be changed, that bus must
be accessed/compromised. This constraint is represented
as:

81 i 1
81 k b Az+k !

al! hy M

hy

a+i ! hg

(13)

Thus, the total number of compromised buses should be
within the maximum number of attackable buses, Tg as

shown as follows:
X
hy

1 kb

Ts (14)

Impact of UFDI Attack on the SCOPF: The injected
false loadP,? is the summation of the original bus loadP?

and the false change in load, PE, as shown as:

8. k bPP=P2+ PP (15)
Any large change in the measurement will bypass the bad
data detector as long as it is properly calculated. However,
it may create suspicion for the system operator. Thus, to
make the attack stealthy enough, the change in the bus
load is limited to a certain percent of the original load.
The change in load PP is within the |, percentage of
the pre-attack value:

POIi i PCii b (16)
Besides, the total attacked load is within the rated limit
as shown in:

81 k bl

17)

D;min D D;max
81 k b Py Py Py

The constraints on new generation due to the false load
information and the objective function for minimizing cost

under SCOPF are shown in:
X G X D
kK = P =0

1 kb 1 kb

(18)



Table 4: Formalization of Dispatches on Corrupted and Actual Loads

C1: With corrupted loads

C,: With actual loads

R1: Changes in bus injections 8 b Pp= b PP pe 8, « b Py = b pe

R,: Changes in line power ows 8 i1 PF= ., . ,SFf P2 8 i1 Pr= |, ,SFf P2

R3: Pre-contingency line power ows 8 ;1 P-=pP-+ Pt 814 P-=pP-+ P

R4: Post-contingency line power ows 8, i 18 ; P5,, = P-+P"- LODF/ 8 ; 8 ; PL,;, = P-+P- LODF/
Rs: Limits without contingency 81 i 1 IiPFii Prmax 81 i 1 JiPri Pr e

Re: Limits under contingency 81 i 181 « 1 I Ph il P max 81 i D{ VPG PP e 1%
R7: Attacker's target I 10 ' 11 Ju T

8 Be =P+ PS
P kG ‘ G ‘ G G (19)
81 k b (Pj;min r'(}k I:)j;max — (Iﬁk = 0)
G(PE)  Tscorr (20)
1 k b

Based on the SCOPF solution on the corrupted loadsP S
is the new dispatch for the generator at busk. Here, any
notation with a hat (*) represents the actual data after
the attack.

This paper assumes that any attack in a bus power
consumption measurement can only be made through a
change in the load. This is because generator power mea-
surements are well-de ned and changeable only by the grid
operators. Usually, after performing the state estimation,
if there are any load changes, SCOPF is performed. The
result would determine whether (and which) changes in
the generation are necessary for the optimal operation.

Running SCOPF on Corrupted Loads and Actual
Loads:

Table 4 summarizes and contrasts the constraints for
running SCOPF on both corrupted loads and actual loads.
For ease of explanation, the equations are refereed by their
row and column indices R ;C ). For instance, (R1;C1)
and (Ri;C,) show the changes in the bus power with
the changes in false load data and actual load data, re-
spectively. In the rst case, the expected change in the
bus power ( P2) is the dierence between the expected
change in the load ( P?) and the actual changes in the
generation ( Iﬂf). In practice (i.e., (Ry; C>)), the system
will observe changes only in the generations, whereas the
loads will remain the same; thus, the actual change in the
bus power ( FskB) is just opposite of the change in the
generation ( P2).

Similarly, R, de nes the (expected and actual) changes
in the line power ows due to the (expected and actual)
changes in the bus power utilizing the SF matrix. Rz de-
nes the equations for updated line power ows, and R4
shows how the contingency ows are calculated if particu-
lar line j trips. Here Pf;; , and Pf;; ) denotes the expected
and actual post-contingency line power ows, respectively,
through line i when linej trips. Now, as the attacker's goal
is not to overload any line during normal operation, Rs
shows the expected and actual pre-contingency line power
ows P and P!, respectively, are within the rated capac-
ities. Moreover, as the system is running on SCOPF, all

9

Table 5: Input (Partial) for Case Study

# Number of Buses, Number of Lines, and The Reference Bus
14201

# Lines Data

# Line No, From Bus, To Bus, Admittance, Line Rated Capacity,
SCOPF Flow

11 216.90 0.10 -0.019

215448 0.10 0.019

19 12 13 5.00 0.25 0.046
20 14 13 2.87 0.33 -0.193

Bus Data
us Number, Has Generate? Has Load?

N 3

B
1
1

[ =]

# Generator Data

# Bus No, SCOPF Gen, Max Gen, Min Gen, Cost Coe 1, Cost
Coe 2

1 0.0000 0.8 0 0 220

2 0.3606 0.8 0 0 150

6 1.1254 1.
8 0.0298 0.

Eooe]

# Load Data

# Bus No, Current Load, Max Load, Min Load
2 0.217 0.6 0.01

1.50.01

30.80

13 0.135 0.35 0.01
14 0.149 0.35 0.01

# Measurements (the maximum number of possible measurements is
2 x #lines + #buses)

# Measurement No, Measurements Taken?, Secured?, Attacker has
the ability to alter?

1101

2101

# Cost (SCOPF) Constraint
382

# Attacker's Resource Limitation (measurements, buses)
20 3

# Maximum percent of delta load
20

# % of minimum Overloading amount, % of lines to be overloaded
55




the expected line power ows (with the corrupted loads)
during the post-contingency are also within limits, shown
in (Rg; C1). On the other hand, in reality, ( Rg; Cy), if line

j trips, there are % overloading(s) on a few lines that
satisfy the attacker's ultimate goal. Here, the attacker's
goal is to overload a minimum number of T lines when a
speci ¢ contingency (tripping of the line j) happens.

3.3. Implementation

The entire constraints, as well as the system con g-
uration, are encoded into SMT [70]. Z3 .Net APl [71]
is used for encoding the formalization of the proposed
UFDI model. The formalizations are mainly encoded us-
ing Boolean (i.e., logical constraints) and Real (e.qg., for the
relation between power ows or consumption with states)
terms. A text le (input le) is used to import the sys-
tem con gurations and constraints. The veri cation result
of the model execution in Z3 is either satis able at) or
unsatis able (unsat). The unsat result means that there
is no attack vector for the problem that satis es the con-
straints. If the result is sat, the attack vector is extracted
from the assignments of the variables,ajs (and/or h;s),
which show the set of measurements to be altered (or the
set of buses to be compromised) and the altered amounts
( P-and PP).

3.4. Example Case Studies

Here, we rst present a couple of case studies based on
the IEEE 14-bus system [72] to illustrate the results that
our proposed formal model can generate. Then, we provide
another case study on the IEEE 30-bus system [73], which
we validate using Opal-RT [31].

Input le:  To facilitate the reader, the input le is par-
tially presented in Table 5. The input for line information
consists of a set of data for each line, such as line admit-
tance, line number, end buses (from-bus and to-bus), and
line capacity (i.e., the maximum possible line power ow).
According to the input, line 1 connects buses 1 and 2 and
has an admittance of 16.90 pu and a rated capacity of 0.65
pu, with a 100 MVA base. The pre-attack power ow of
line 1 is 0.10 pu.

Similarly, the input le includes necessary information
about the buses. The generation boundaries of the gener-
ators corresponding to the buses are given. It is assumed
that a generation bus has only one generator. The gener-
ation power cost function is considered the one shown in
Section 3.2. Coecients and related to the generators
are provided in the input. Note that these coe cient val-
ues are arbitrarily chosen. The total load of the system is
2.45 pu (i.e., 245 MW).

Since the example bus system has 14 buses and 20 lines,
the maximum number of potential measurements is (14
+ 2 20) or 54. Each row of the measurement informa-
tion speci es whether the measurement is (i) reported (for
state estimation), (ii) secured, and (iii) accessible to the
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attacker. The example input le indicates that measure-
ment 1 is taken, not secured, and can be altered by the
attacker. The rst 20 measurements represent the forward
line power ow, the following 20 measurements represent
the backward line power ow, and the rest 14 measure-
ments represent the power consumption of the 14 buses.
According to the current load scenario, the SCOPF cost
is $382. The model should nd an attack vector that does
not increase the generation cost. The rest of the input le
contains the maximum limit of the number of attackable
measurements, the number of attackable buses, the thresh-
old for data injection amount, and the attacker's target.

Case Study 1: In this example, the attacker's objective
is to launch a UFDI attack on the considered IEEE 14
bus system by shifting the loads so that the system runs
at a new operating point where generation cost is not in-
creased (hence, the grid operator will not readily see any
issue), but one or more lines will be overloaded if one of
the lines trips. In this case, we consider that the attacker
has access to all the measurements, and none of them are
secure, which means he can inject false data into any of the
54 measurements. The changes in the bus load are limited
to 20% of the original bus load, and the target is to over-
load at least 5% of the total lines (i.e., one line) with a
minimum overloading amount of 5% of the rated capacity.
The execution of the model corresponding to this example
returns unsat, specifying that no attack vector satis es the
attacker's goal while attacking measurements distributed
at no more than two buses. The reason is that all of the
buses are connected to two other or more buses except bus
8, which is connected to bus 7 only. As buses 7 and 8 do
not have any load, a UFDI attack is impossible. On the
other hand, attacking the rest of the buses requires at-
tacking the measurements of connected buses. Therefore,
a UFDI attack compromising the utmost two buses is not
possible for the considered IEEE 14 bus system.

Case Study 2. Here, the attacker's objective is to launch
a UFDI attack on the same system but to overload at least
20% of the total lines (4 lines) with a minimum overloading
amount of 2%. The attacker can change the load up to
50% of the actual value and can compromise the utmost
six buses. The model's execution corresponding to this
example returns sat, along with the value assignments to
di erent variables of the model. From the result, we nd
that:

" To keep this attack undetected, it is required to alter
measurements in buses 2, 3, 4, 5, 7, and 9.

Loads at buses 3, 5, and 9 need to be increased by
0.162 pu, 0.012 pu, and 0.003 pu, respectively, and
loads at buses 2 and 4 should be reduced by 0.071
pu and 0.106 pu, respectively.

To cope with the new (attacked) load scenario, the
EMS calculates a new set of generations running the
SCOPF algorithm. Generators 2, 3, and 6 change
their output from 0.284 pu to 0.1 pu, from 0.944
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Figure 5: Power ows for Study 2: (a) attacked load: no overloading and

pu to 1.112 pu, and from 1.220 pu to 1.235 pu, re-

spectively. The new set of dispatches has a genera-
tion cost of $378, which is less than the pre-attack

SCOPF generation cost.

With the false load data and the new set of genera-
tions, all the expected line power ows are within the

rated capacity during the normal and contingency

conditions.

With the actual loads, the line power ows are within
the rated capacity during normal conditions. How-
ever, when line 7 trips, the power ows through lines
1, 2, 5, and 6 get overloaded by 2%, 2%, 3.75%, and
31.5%, respectively.

Again, we verify these attack vectors using a virtual testbed
for the IEEE 14 bus system developed using PowerWorld.
We also observed no overloading with the attacked load
and new generation data during normal and contingency
periods. For example, when line 7 (between buses 4 to
5) trips, there is no overloading among any of the lines, as
shown in Fig. 5(a). However, Fig. 5(b) shows the scenario
for the same generations but with the actual loads, where
lines 1, 2, 5, and 6 get overloaded by 2%, 2%, 3.75%, and
31.5% when line 7 trips. We also get the same result from
our proposed framework.

Case Study 3: In this example, we used the IEEE 30
bus system [73] with 30 buses and 41 lines. The maximum
number of potential measurements is (30+ 2 41) or 112.
Like earlier examples, the rst 41 sensors measure the for-
ward line power ows. The following 41 sensors are for the
backward line power ow. The other 30 measurements rep-
resent the power consumption of the buses. In this case,
we consider that the attacker can compromise measure-
ments distributed to no more than ve buses. Besides,
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(b)

(b) actual load: line 7 trips, lines 1, 2, 5, and 6 are overloaded.

the attacker can inject false data up to 50% of the original
value. The attacker's target is to introduce a minimum 5%
overloading in a minimum of 2% of the transmission lines
(1 line) during a particular contingency condition. After
executing the model for this example, the results show a
sat along with returning the assignments to di erent vari-
ables. From these assignments, it is observable that:

Before the attack, the SCOPF solution has a gen-
eration cost of $335.5, where buses 2, 5, 8, and 13
generate 1.147 pu, 0.848 pu, 0.68 pu, and 0.16 pu,
respectively.

To achieve the attacker's goals, it is required to launch
a UFDI attack on buses 2, 12, 14, and 18.

To keep the attack undetected, measurements 3, 19,
23, 42, 56, 58, 84, and 94 require to be changed,
which are associated with power ows through lines
3,19, 23, 1, 15, 17, and power consumption in buses
2 and 12, respectively.

The attack vector shows power consumption at bus
2 needs to be increased by 0.057 pu, and power con-
sumption at bus 12 needs to be reduced by 0.057
pu. Thus, loads are changed at buses 2 and 12 from
0.217 pu to 0.0.274 pu and from 0.110 pu to 0.053
pu, respectively.

According to the attacked load scenario, the system

calculates the new set of generation dispatches by
executing SCOPF. Generators 2 and 13 change their
output from 1.147 to 1.204 pu and from 0.160 pu

to 0.103 pu, respectively. The new set of dispatches
has a generation cost of$335, which is less than the

pre-attack SCOPF generation cost$335.5.
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Figure 6: An Opal-RT case study on the IEEE 30 bus system: (a) loads at the compromised buses, (b) generation at the responding buses,
(c) expected line power ows under a contingency, and (d) actual power ows under the contingency.

With false load data and the new set of generations,
all the expected line power ows calculated by the
EMS are within the rated capacity during normal
and contingency conditions.

However, although the actual line power ows are
within the rated capacities during normal conditions,
when line 15 trips, the power ow through both
lines 11 and 14 increases from 0.255 pu to 0.409 pu.
Hence, they both get overloaded by 7.63% as their
capacities are 0.38 pu each.

Implementation on OPAL-RT: The attack scenario
discussed in Case Study 3 is also veri ed in a virtual testbed
for the 30 bus system developed using OPAL-RT. It is a
real-time simulator fully integrated with MATLAB/Simulink
that enables the Simulink models to interact with the real
world in real-time [31].

In this simulation, the generators are represented by a
classical model with the inertia constants given in Table 6.
Moreover, it is considered that four generators (connected
to buses 2, 3, 4, and 6) out of 6 are equipped with governors
with time constants of 0.1 s and speed drops of 0.05 pu.
For simplicity, for all the generators, we ignore the sub-
transient reactances.

Fig. 6 illustrates di erent pre-attack and post-attack
scenarios along with the expected and actual impacts on
the system (overloading lines). We run the simulation for

Table 6: Generators' inertia constants for the 30 bus system

[ Generator Bus No. [1 ] 2 5 [ 8 1 [ 13 |
| Inertia Constant (s) [ 42 1303 [ 358 | 286 [ 26 [ 5 |
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60 seconds, where both the attack (fake load changes) and
SCOPF generation updates happen at the 10th second,
and the contingency (tripping of line 15) happens at the
30th second. To make the gures readable, we only show
the sensor readings, which play critical roles in the at-
tack's success. Fig. 6(a) shows that the attack happens at
the 10th second, and the attacker reports load changes at
buses 2 and 12, even though the actual loads remain the
same. Fig 6(b) shows the actual changes in the generation
at buses 2 and 13 and expects the mitigation of the load
changes. Thus, as shown in Fig. 6(c), with the reported
(attacked) loads and updated generations, the system ex-
pects no overloading in lines 11 and 14, even if line 15
trips at the 30th second. However, in reality, such contin-
gency overloads lines 11 and 14 by 7.63%, and the attacker
becomes successful, which is illustrated in Fig. 6(d).

4. Evaluation

We evaluate the performance of the proposed formal
model in analyzing the attack success in di erent scenar-
ios. We also assess the model's scalability.

4.1. Methodology

We evaluate the performance of our proposed model by
analyzing the attack space under di erent scenarios con-
sidering the attacker's capabilities, the attacker's target,
and security measures. We de neattack spaceas the num-
ber of distinct attack vectors found by the formal model
for a given problem/attack scenario. Our analysis also
provides an idea about making the system resilient against
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Figure 7: Evaluation of the model's performance on (a) percentage of attacked load, (b) the percentage of line overloading, and (c) number

of overloaded lines
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Figure 8: Model's performance on secured measurements with 50% attacker's capability: (a) Impact of randomly secured measurements, (b)
bus frequency in attack vectors, and (c) impact of analytically secured measurements.

such attacks. We perform the evaluation on IEEE 14, 24,
30, and 57 bus systems.
three types of adversaries based on the level of attack re-
source constraint, the capability of attacking a maximum

of (i) 3 buses, (ii) 4 buses, and (iii) 5 buses at a time. We

does not increase the attack space much; however, for the

In our evaluation, we consider other two attackers, the size of the attack space becomes

almost double with the increase of the capability from 10%
to 50%. Experiment results show that the attack space is
su ciently large even with the capability of changing the

consider the most advanced adversaries capable of access-load up to 10%.

ing all the substations in the evaluation. However, they
only attack a certain percentage of the substation due to
resource limitations.

4.2. Evaluation Results and Discussion

4.2.1. Attack Success Analysis in Di erent Scenarios
We study the following scenarios on IEEE 14 bus sys-
tem.

Impact of Attacker's Capability: Fig. 7(a) shows the
attacker's capability, i.e., the percentage of false load that
can be injected in buses in di erent cases considering the
attacker's type. The attacker is capable of changing the
bus load from 10% to 50% of the original ones. Accord-
ing to the experiment, we observe that the attacker with
the capability of attacking a maximum of 3 buses has less
number of attack vectors than the attackers with the capa-
bility of attacking a maximum of four buses or ve buses.
For the rst attacker, increasing the attacker's capability
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Impact of Line Overloading Percentage: Fig. 7(b)
shows the impact of di erent percentages of overloading
on the attack space. In this study, we consider the at-
tacker's target to overload at least 5% of the total lines
(i.e., 1 line) with the capability of changing the load up to
30%. We evaluate the model with a target of creating a
minimum of 2% to 10% as the overloading amount for an
overloaded line. The experiment results show that with
the increase in the attacker's goal to overload more, the
number of attack vectors decreases almost linearly. The
result is rational as overloading lines by 2% is much easier
than by 10%. Besides the target of overloading by a higher
percentage, an attacker with the capability of attacking a
maximum of 5 buses has signi cantly more attack vectors
than attacking a maximum of 4 or a smaller number of
buses.

Impact of Overloaded Lines' Number: Fig. 7(c) shows
the impact of another goal of the attacker, i.e., the num-



ber of overloaded lines. Here, the attacker's target is to
overload lines by at least 2% of the rated capacity while
injecting up to 50% of false data. We evaluate the model
in di erent scenarios to overload from 1 to 5 lines in case
of any contingency. Our experiment shows that with the

increase in the attacker's target to overload more lines, the
number of attack vectors decreases rapidly. That is, over-
loading a few lines is much easier for an attacker than over-

loading more lines. The attack space becomes too small

when the attack target is to overload 4 or 5 lines.

Impact of Secured Measurements: Securing measure-
ments limits the capability to launch a UFDI attack. To

bypass the BDD algorithm, an attacker often needs to
compromise multiple measurements, which may not be

possible if one or some of them are secured. The impact

of the secured measurements is studied below.
Randomly Secured MeasurementsTo increase the sys-

tem's resiliency, the measurements must have data integrity

and need to be secured from all kinds of cyberattacks.
Thus, we study the impact of the percentage of secured

measurements on the attack space. We explore the at-
tack space by changing the secured measurements from

0% to 40% of the total measurements. Again, we con-

sider the cases where the attacker can inject up to 50%

of false data. The target is to overload at least 5% of the
lines with a minimum of 2% overloading. Fig. 8(a) shows

again for each attack capability case. Fig. 8(c) shows that
only securing the measurements at bus 3, which is the
most frequent one, makes a massive portion of the attack
vectors invalid. Thus, with this approach, securing only 1
bus (7% of total) makes the system robust against many
stealthy attacks on SCOPF, whereas almost 30% is needed
if it is done randomly.

4.2.2. Critical Lines based on Line Overloading

In this study, we show the interdependency of lines in
contingencies. Fig. 9 shows the heatmap of the line over-
loading for 3 dierent cases. The y-axis shows the lines
that trip and the x-axis shows the lines get overloaded due
to that contingency. Fig. 9(a) presents the heatmap when
the attacker has the capability of attacking measurements
distributed at a maximum of 3 buses. It is clear from the
gure that for most of the attack vectors line 6 gets over-
loaded when some speci c line trips; there are also some
other scenarios when line 3 becomes overloaded. Fig. 9(b)
and Fig. 9(c) show the scenarios of line overloading when
the attacker can simultaneously attack up to 4 and 5 buses,
respectively. In each case, lines 3, 6, and 18 get overloaded.
Thus, making these lines physically robust (i.e., increasing
line capacity) will limit the attacker's success.

4.2.3. Scalability Analysis of the Proposed Model
In this part, we analyze the scalability of our proposed

the case where the measurements are selected and securedforma| model by running experiments at di erent prob-

randomly. It is observed that securing the measurements

reduces the attack space almost linearly. If 40% measure-
ments are secured, the system becomes signi cantly robust

against attacks.

Frequency of Compromised Buses in Attack SpaceDue
to the buses' di erent con gurations, capabilities, and con-
nectivity, attacking the measurements located at some spe-
ci c buses gives comparatively more attack vectors than
others. To explore this relationship, we analyze the at-
tack vectors resulting from the previously discussed stud-
ies where the attackers can inject up to 50% of the load
data to overload at least 5% of the lines by 2% of the
rated capacity. By analyzing all the attack vectors, we
nd the frequency of each bus in the attack space. Fig.
8(b) shows that compromising the measurements at Bus 3
is more common in the attack vectors. Moreover, we also
nd that the buses with both generator and load are more

lem sizes and characteristics. Fig. 10 shows the average
time of nding attack vectors on di erent sizes of power
system networks for di erent attack attributes. Fig. 10(a)
shows the average time for nding each attack vector for
IEEE 14, 24, 30, and 57 bus systems for di erent sizes
of attack space. As the gure shows, the framework takes
more time to nd the rst few solutions in the initial stages
as the SMT solver has less knowledge about its solution
search space/tree, which is optimally formed according to
the set of clauses to be solved [70, 74]. However, it learns
more about the search topology as it generates more, and
the performance improves. After the 10-20th solution, the
framework gains su cient knowledge, making the perfor-
mance more stable and faster. Similarly, although nding
the rst few solutions for the larger systems takes more
time, the framework becomes more scalable over time.
Fig. 10(b) shows the impact of the maximum number

frequent in the attack space. The neighboring load buses ¢ aitacked buses on average time for nding attack vec-

connec_ted to th_ese buses are also common i_n the attc_";\ck tors. The average time for a system with a xed topology
scenarios. Besides, as the adversary's goal is to achieve j,.reases when the framework can attack more buses, as
the attack target without increasing the generation cost,  gyentyally, it increases the problem size (i.e., the number
the buses with a low-cost generator are more frequent in ¢ c|lquses to solve). Lastly, we analyzed the impact of net-
the attacks. _ work complexity on scalability. We start with the IEEE
Analytically Secured Measurements: In this part, we 14 b5 system and add more lines between the neighboring
evaluate the resiliency again varying the number of secured ) ses for this study. Fig. 11 shows such networks starting
measurements but by securing rst the buses with higher ih 4 minimum connectivity of 4 and continuing till 12.
frequencies in the attack space (from the previous study). Fig. 10(c) illustrates the average solution time for both

Here, we secure the most frequent buses, one by one, Cu- g5t and unsat cases, which increases almost linearly as the
mulatively up to ve, and then analyze the attack vectors network becomes more connected and dense.
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Figure 9: Heat-map on line overloading scenarios attacking maximum (a) 3 buses, (b) 4 buses, and (c) 5 buses.

() (b)

(©

Figure 10: Average time to nd an attack vector for di erent IEEE bus systems with respect to (a) system size (no of buses), (b) maximum

attacked buses, and c) system complexity.

5. Conclusion

In this work, we have shown that the impact of stealthy
attacks on SE propagates to SCOPF, which causes incor-
rect dispatch decisions, leading to transmission line over-
loading in the case of contingencies. In such cases, the
grid can face the tripping of more transmission lines and
thus power outage. We have presented a formal model
to nd such SCOPF-a ected threats and their causes (at-
tack vectors). We have analyzed the feasibility of these
attacks with respect to IEEE bus systems considering dif-
ferent attack environments. The results show that our
proposed tool can e ciently explore the potential attack
space. We have also leveraged PowerWorld and OPAL-RT
to verify the solutions. The proposed formal model would
help identify and analyze the resiliency of a grid's correct
and e cient operation against cyber attacks, which will
assist in applying necessary security measures for a secure
and dependable system.
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