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Abstract— As edge computing and the Internet of Things (IoT)
expand, horizontal collaboration (HC) emerges as a distributed
data processing solution for resource-constrained devices. In
particular, a convolutional neural network (CNN) model can be
deployed on multiple IoT devices, allowing distributed inference
execution for image recognition while ensuring model and data
privacy. Yet, this distributed architecture remains vulnerable to
adversaries who want to make subtle alterations that impact the
model, even if they lack access to the entire model. Such vulnera-
bilities can have severe implications for various sectors, including
healthcare, military, and autonomous systems. However, security
solutions for these vulnerabilities have not been explored. This
paper presents a novel framework for Secure Horizontal Edge
with Adversarial Threat Handling (SHEATH) to detect adversar-
ial noise and eliminate its effect on CNN inference by recovering
the original feature maps. Specifically, SHEATH aims to address
vulnerabilities without requiring complete knowledge of the CNN
model in HC edge architectures based on sequential partitioning.
It ensures data and model integrity, offering security against
adversarial noise in diverse HC environments. Our evaluations
demonstrate SHEATH’s adaptability and effectiveness across
diverse CNN configurations.

Index Terms—secure horizontal collaboration, adversarial
noise detection, decentralized CNNs

I. INTRODUCTION

The internet of things (IoT) infrastructures can be integrated
with artificial intelligence (AI) and machine learning (ML) to
create artificial intelligence of things (AloT). This advance-
ment enhances urban living and sustainability in the form of
developing smart cities, which address real-world problems
like smart parking [1], fostering next-generation smart grid
solutions [2], and enabling large-scale sensor deployments [3].
To enhance the efficiency of IoT operations using AloT,
there must be a focus on data management and analysis:
collecting, delivering, and processing data, making decisions,
and executing them accordingly [4]. These tasks require high
computing power, leading IoT systems to leverage cloud
platforms and shift computation to edge nodes for efficiency.
However, IoT devices often have infrastructure limitations or
failures that prevent cloud access. Moreover, communication
with the cloud creates a single point of failure, and these
channels are cyberattack-prone. Cloud reliance also raises
privacy concerns, given the third-party access to information.

To address these security challenges, researchers have pro-
posed distributing these tasks on edge devices or servers; this

comes with additional benefits, including latency reduction,
privacy preservation, and energy efficiency [5], [6]. However,
these edge IoT devices are often resource-constrained, such as
low processing power, limited memory, and energy [7]. These
limited processing capabilities highlight the need for external
computational support. This support is offered by horizontal
collaboration (HC), which enables cooperation among edge
nodes in decentralized networks, thereby improving perfor-
mance by sharing computational tasks [8], [9]. For example,
the inference of trained convolutional neural networks (CNNs)
can be partitioned onto multiple edge devices. This collabora-
tive inference can be achieved by (i) sequentially dividing the
model across multiple devices [10] or (ii) segmenting data for
model parallelism followed by result amalgamation [11].
While this collaboration allows IoT devices/edge nodes to
execute expensive ML inference operations, it provides several
essential security benefits. For instance, each device possesses
only parts of the data or model, limiting the exposure of
sensitive information [12]. Such privacy is essential in areas
like the military, healthcare, autonomous driving, and smart
homes, where timely and accurate responses are essential.
Misclassifications in these domains can lead to severe con-
sequences, such as unintended casualties, wrong treatments,
accidents, or security breaches. However, HC edge environ-
ments are still vulnerable to cyberattacks as nodes are often
untrusted. Adversaries can compromise one or more nodes
and inject noise into the feature maps at these nodes, thus
compromising model integrity even without full model access,
as shown in Fig. 1. Such a noise-based inference attack on
capsule networks in an HC environment was demonstrated by
Adeymo et al., causing an average accuracy drop of 62% [13].
To preserve the data and model integrity in the HC en-
vironment, the edge devices must be resilient against cyber-
attacks. Most existing solutions for detecting and defending
against adversarial noise in the HC environment require full
knowledge of the CNN [14] or involve retraining the model
for increased robustness [15], [16]. However, these methods
mainly apply to the segmented/amalgamated approach and
not to sequential partitioning; hence, they fail to consider
the dynamic aspects of HC. This is especially problematic
for dynamic use cases, e.g., when the nodes are a fleet of
drones. Therefore, we propose Secure Horizontal Edge with
Adversarial Threat Handling (SHEATH), a novel framework
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Fig. 1. Horizontal CNN partitioning across loT devices. Adversarial nois&Cainv3” results in a‘fox” misclassi cation of a‘cat” image.
The adversary can launch multi-node (i.e., multi-layer) attacks, as shown d€dnel” and“Pooll” layers. Increased sparsity in deeper
CNN layers intensi es the subtlety of these adversarial noises, which makes them harder to detect.

to address the aforementioned vulnerabilities in sequential adversarial noise attacks on CNN models deployed on
partitioning-based HC edge architectures without requiring full HC edge devices.
knowledge of the CNN model. We propose SHEATH, a novel framework to detect

As mentioned earlier, the different |ayers of the HC-based adversarial noise and eliminate the effects of the afore-
CNN model are deployed on different nodes that are often Mmentioned attacks on the HC-based CNNs by recovering
untrusted. Some of these nodes can be malicious or compro- the original feature maps. We also discuss various de-
mised where attacks occur, i.e., adversarial noise is added. Ployment strategies for SHEATH.

SHEATH is a lightweight technique that defends the inference We comprehensively evaluate SHEATH's effectiveness
against such attacks on a selected untrusted node. SHEATH across various CNN models and datasets, demonstrating
itself will be deployed on a trusted node to ensure the process. its adaptability and robustness in diverse AloT scenarios.
We consider a trusted node to be semi-honest, i.e., semiThe rest of the paper is organized as follows: Section Il
honest nodes are assumed to execute the protocol correetlycidates edge computing in HC, potential attacks, and pro-
without malicious intent but may be curious about the datades the research motivation. The threat model is discussed
they process. This is a common assumption in secure muiti-Section Ill. Section IV presents the case studies, Section V
party computation and federated learning literature [17]-[19presents the problem formulation, and Section VI discusses
SHEATH comprises two modules: Detectand (ii) Recover the proposed framework along with different deployment
The Detectmodule further consists of two par3seudoNet scenarios. Performance is empirically validated in Section VII.
and theComparator PseudoNetomputes the expected featurdPertinent literature is reviewed in Section VIII; nally, the
maps of the untrusted node to serve as a basis of the non-ngiaper is concluded in Section IX.

(reference) feature maps for ti@mparator PseudoNets a

less computational-intensive copy of the node that SHEATH
targets to secure. For example, if the target node is a convolu-
tional layer with 64 kernels, its correspondiRgeudoNetill This section overviews the distributed CNNs in an HC setup,
be a convolutional layer but with fewer kernels. The goal is fi€ir signi cance, their vulnerability to adversarial noise, and
achieve a trade-off between accurate noise detection and he&@jly, highlights the motivation behind our research.
computational load. After this, thEomparatorevaluates the

difference between the outputs of bolﬂseudoNgtanq the A. HC Edge Environment for Distributed CNNs

feature maps from the untrusted node. If this difference ) ) ]

exceeds the prede ned threshold, i.e., the adversarial noise i§!C refers to the interaction between devices or nodes
detected, theRecovermodule is activatedRecoverinfers the Within a decentralized network. Contrary to vertical collab-
correct/expected feature maps and forwards them to the n@i@tion, where data is relayed from edge devices to cen-
node in the inference chain. The design of SHEATH ensurfglized systems and back, HC utilizes multiple devices to

the integrity of the CNN model deployed on HC edge device%har? ta_sks and resources. This type of .collaboration is .sub—
with an acceptable overhead and seamless integration. stantial in edge computing and 10T settings where devices

However, SHEATH's deployment strategy can vary based &te resource-constrained. In traditional centralized models, a
X %ntral node/server delegates the tasks to peripheral nodes.

factors such as system architecture, computational capabilitié . ; :
network bandwidth, security requirements, and specic us ro\/vever_, HC byp_asses tr_us central entity, aII_ow_mg_edge de-
s to interact directly with each other. By distributing tasks

case demands. We discuss multiple deployment scenarios X'ﬁg . . : :
nd leveraging the collective computational power of multi-

evaluate the framework on various CNN models and dataseqﬁe. devices HC enhances svstem resilience and throughout
Overall, our contributions are threefold as follows: b ' Y gnput,

reduces latency, and optimizes resource utilization. Teixeira et
We conduct an in-depth analysis of the associated vt highlighted HC's advantages in I0T settings, like reduced
nerabilities and the implications of single and multi-layedelays and increased privacy [20]. Kumar et al. introduced a

Il. THEORETICAL FOUNDATIONS
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framework where devices collaboratively decide task distribaddresses this challenge by focusing on the correction of
tion using a consensus method [21]. Additionally, HC princidetected noise rather than the removal of nodes, thereby
ples can be applied to federated learning, as demonstratedhigintaining a resilient and continuously operational system.
Yang et al., where devices work together for model traininghe correction process is carried out by nodes equipped with
without sharing raw data, ensuring data privacy [22]. PseudoNetintegrating seamlessly with the machine learning
HC distributes CNN models across edge devices by pdramework to ensure minimal disruption and maintain data
titioning and deploying them in ways such as layer-wisepw continuity for real-time operations.
feature-wise, or data-wise, facilitating collaborative inference

despite the limited resources of each device [23]. Layet Node Trustworthiness and Dynamic Deployment

wise partitioning has each device process speci ¢ Iayers OfWe assume that there is at least one trusted node within the
a CNN and then pass the results to the next device fér

) chitecture. These trusted nodes are leveraged for deploying
further computation. Some of the advantages of HC are [j d executing the SHEATH framework essential for detect-

ef ciency and speeg(ii) data privacy and securityand (iii) ing and mitigating adversarial noise introduced by untrusted

reduced bandwidth consumptias there is minimized data s - . . )
o : _ n%des. Existing literature provides techniques for determin-
transmission due to edge processing. However, distribute

CNNs in HC remain vulnerable to adversarial noise INg node trustworthiness, such as continuous monitoring of
' operational consistency, behavioral patterns, and historical

performance [24], [25]. Additionally, trust estimation models,

B. Node Collaboration and Security in Edge Computing  including entropy-based factors and adaptive schemes, are
used to assess and update trust levels in real time [26].

To _und_erstand the problem practlgall_y, consider an .'maqfﬁe mechanisms that determine the trustworthiness of a node
classi cation CNN model. It requires signi cant computational

) . . . may also be applied to the untrusted ones. It is important to
power and faces privacy issues with cloud computing. Edge . : .
i 4 . ote that this paper does not delve further into the continuous
computing offers a solution, but IoT devices at the edge have ) .
evaluation of node trustworthiness.

limited resources. Hence,_ HC, a metho_o_l in Whlch multiple SHEATH operates in a dynamic HC con guration where
edge nodes cooperate, is used to mitigate their resource

constraints in data processing. In this collaboration, the Cl\m)des can join or leave the network. This dynamic con gu-

model is initially trained ofine, and the inference is dis-

ration allows SHEATH to adapt to network changes, by reas-
tributed among the multiple collaborating nodes. This meaps "9 the framework to d|ﬁer¢nt trusted nodes'as necessary.
, X . L urthermore, strategically placing trusted nodes is essential for
that the CNN model's varioukayers will be distributed on L ) . )
. . . aximizing SHEATH's effectiveness. By deploying SHEATH
different nodes Each node will process its share of the mode " o
. on nodes thoughtfully positioned within the network topology,
and forward the output to the next node. This method . . .
. . ; e system ensures comprehensive coverage against adversarial
computationally ef cient, but nodes are chosen dynamlcaIX

based on availability, leading tiode trust concerns meaning oise attacks. For example, placing a trusted node immediately

there will be some trusted and untrusted nodes. Trusted no 8¥vnstream of an untrusted node enables prompt detection and

are semi-honest, i.e., they will perform their share of modgprrectlon of malicious data alterations.

computation correctly without being vulnerable to compro- _ o o

mise. Contrarily, an untrusted node within an HC-based sethp Adversarial Noise in HC-based Distributed CNNs

refers to a node whose security and trustworthiness haveDistributing CNN models over HC-based edge devices is
not been veri ed. While an untrusted node may not actively decentralized approach to enhance computational ef ciency
perform malicious actions, the possibility exists that it couldnd collaboration among multiple devices. While devices in
be compromised or malfunction under certain conditions, susiich a network might access only parts of the data or the
as exposure to adversarial noise. Hence, any attacks in thedel, it would be naive to assume that this setup is resilient
untrusted nodes must be detected, and the original nafginst cyberattacks. Despite limited access, adversaries can
outputs recovered thereupon. Thus, SHEATH, the proposettoduce noise to the intermediate data, compromising the
defense frameworkwill be deployed on a trusted nodeto overall model integrity. These manipulations, albeit subtle,
protect (detect and recover) a designated untrusted nodecém have a cascading impact on the model, leading to sig-
HC-based edge networks, majority of the nodes are inherentiycant errors or misinterpretations. The sequential nature
untrustworthy, and establishing the trustworthiness of eaoh the HC setup may further delay the detection of these
node is a tedious process. Resorting to node removal theeats. This can have notable rami cations, especially in
a means of ensuring security is impractical, as it disruptealthcare, defense, or autonomous navigation. To launch an
the computation process and necessitates redeploymentattick on an intermediary node in the model, adversaries can
the trained model. Additionally, removing a node requiretarget the statistical properties of that node's feature maps
halting the entire HC inference process, which undermin@sMs). Introducing minimal but meaningful noise can degrade
system continuity. In scenarios where multiple nodes atlee model's ef cacy without getting detected. An illustrative
compromised, the process of replacing or removing affectedample is demonstrated in Fig. 1, where a CNN model,
nodes can experience signi cant delays, particularly whatistributed across several |0T devices, processes an image
node availability is limited. During this time, halting theof a cat. Each device processes different model layers, and
inference process may not be a feasible solution. SHEATHe feature maps become more sparse as the data transitions
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among devices. However, an attack on ti@onv3” layer, encryption and node authentication using Dif e-Hellman
though initially unnoticeable, causes the model to mislabel and AES encryption for secure communication.

the cat as a fox. Attackers can also target multiple layers, Node integrity: Some nodes in the HC architecture are
as shown in“Convl1” and “Pooll”, further amplifying the trusted (can be semi-honest), while the rest are untrusted
attack's impact. As the FMs advance through the model, noise (can be malicious or compromised). Trusted nodes are
is embedded and increasingly concealed by decreasing feature essential for SHEATH to be deployed and executed.
densities, making its detection harder. Hence, a robust security Limited access: A malicious node can only add noise
framework is required for attack resilience in HC-based CNNs to the feature maps by accessing the input, output, and
distributed on edge devices. parameters of the CNN layers implementgdhis node.
Attack types: One node deploys one layer of the HC-
based CNN model. Thus, attackers may perform single-

E. Research Motivation . . ;
. , . . layer attacks by attacking a single node or a multi-layer
The growing use of CNNs in decentralized systems like 440k py attacking multiple, non-consecutive nodes with
healthcare, military, and autonomous driving enhances ef - varying levels of noise.

ciency but also introduces security risks. Despite limited model
knowledge, adversaries can inject noise into one or more in-
termediary nodes, causing misinterpretations. For example, BimnAttack Goal

erroneous image interpretation in military contexts could causeThe attacker's primary goal is to discreetly disrupt the
unintended harm; in healthcare, it might cause incorrect patieysstem functionality by injecting noise into one or more
treatment; for autonomous vehicles, a simple error readingrdermediate nodes. By adding noise to one of the layers
traf ¢ sign can be dangerous to road safety. While the disleployed on one of the multiple edge devices, the attacker
tributed nature of CNNs in HC architectures offers advantagains to weaken the model's decision process and make it more
in terms of latency reduction and privacy, it does not guaranteelnerable, leading to erroneous inferences.

immunity from adversarial interventions. Studies, including

those by Adeymo et_al., demonstratg how even partia_l moq_g-a_l Adversarial Capabilities

access can be exploited by adversaries [27]. Adversarial train- , S o
ing is a widely recognized defense mechanism against SucryVe as:_sume the attacker's capabilities include the f0||OWII’-lg.
attacks [28]-[30]. However, in HC-based distributed CNN Partl_al model_ access: Attackers can access and poten'FlaIIy
models, it is impractical due to the computational burden of ~Modify certain parts of the model, speci cally those in
retraining each node on adversarial feature maps and the mis- the malicious node(s). . _

match between training-time perturbations and inference-time D&t manipulation: Attackers can introduce noise or other
feature map manipulations. Consequently, there's a critical Perturbations into the data or intermediate feature maps
need for innovative solutions that can preemptively identify ~that ow through the malicious node(s). _ _
and mitigate adversarial noise without the exhaustive require- Stéalthy intervention: Attackers can make their modi -
ment of model retraining, especially in environments where the ~ cations subtle, i.e., hard to detect. They can leverage
speci ¢ segments under attack are not prede ned. Motivated the statistical characteristics of the intermediary node's
by these challenges, our research aims to develop a robust and féature maps to make the attack stealthy.

ef cient framework to detect potential adversarial intrusions

and provide recovery strategies for horizontally collaborating. Attack Technique

edge nodes that are running parts of the CNN model. They, 5 gistributed or collaborative learning environment, cer-

goa_l is the ‘”tegr"y p_res_e_rvation of CNN models in H9ain nodes or parties might only have access to specic
environments while optimizing the tradeoff between Secu”@'egments of a model. However. this limited access does

and computational performance. not preclude the potential for malicious activity. Leveraging
this partial access, an attacker can initiate statistical attacks
[1l. THREAT MODEL to compromise the model's integrity. By subtly altering the

This section overviews our assumptions and the adversar§tatistical properties of the feature maps, the attacker can

knowledge and attack goals and summarises attack techniqife@uce deviations in the model's behavior. Such alterations
might include modifying parameter values while ensuring

that their aggregate statistical characteristics, like mean and

variance, remain unchanged. This stealthy approach makes the

We consider the following attack assumptions for our worlgerturbations challenging to detect, especially since the overall
Communication channels integrity: Data transmissiostatistical footprint of the parameters appears untouched. The
from one node to another is secure. Therefore, the attaatkacker's goal, in these scenarios, often revolves around intro-
can occur only at the malicious node. It is worth notinglucing subtle biases, inducing misclassi cations, or degrading
that this paper focuses on data transfer challenges, asstime- overall performance of the model.
ing communication channels function normally with stan- Given the complexity of modern deep learning models, even
dard integrity approaches discussed in [31], [32]. Theseminor alteration in one segment can trigger cascading effects
include combining RIPEMD-128 hash function with DESacross the model. This can fulll the attacker's objectives

A. Attack Assumptions
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while remaining undetected. Given a set of model parameters

P with mean and variance 2, an attacker can alter this

set to produce a new s&° such that (P9 = (P) and
2(P9Y = 2(P). The altered parameteR® are generated as:

P=f(P;) 1)

Here,f is a transformation function representing the statistical

attack. This function takes the original parameters and a

perturbation vector to produce the altered parameters. This (@ (b)

vector is designed so that it doesn't drastically change ti@. 2. Model Accuracy vs. Noise Parameters in Feature Vector when

mean and variance of the original parameters. (a) noise is injected in the third convolutional layer's feature maps
and (b) noise is injected in two non-consecutive convolutional layers

“Convl” and“Conv3”.
E. Attack Vector

In an HC-edge environment, we consider a set of edge nodes

number of edge nodes present in the system. Furthermore,
consider a CNN whose layers are denoted by thelLset

CNN. The core part of this attack vector is the noise injection
into select layers of the CNN distributed across the edge nodes.

We represent this noise matrix By, wherein each element @ (b)
Ni; represents the noise introduced at lalyefor edge node Fig. 3. Impact of noise inj_ection in_different layers of (a) EdgeCNN
g . MathematicallyN is de ned as: and (b) LeNet CNN architectures in an HC setup.
2 N1 Niz 0 Nipg 3 rst node receives the input image and extracts the initial fea-
NPETE (PP \ P tures. The subsequent nodes f@onvl”, “Conv2”, “Pooll” ,
N = E . . . z and “Conv3”, respectively, which are the convolutional and

: : ' ' pooling layers. We assume that the node running the third
Nm1 Nmz2 30 Nmn convolutional layer is malicious. Hence, noise is introduced
Given a data sampld, the genuine output of the modelin the feature maps obtained frofiConv3”. Finally, the
without noise interference at laykrin edge node, is denoted following nodes process the fully connected (FC) layers,
by M (d;;; & ). However, the output becomes perturbed undérC1” and“FC2” , to yield the model's output.
the in uence of the attack vector. This perturbed output is
represented bl d; li;g) and is given by: B. Noise Injection
MYd;li;g) = M(d;li;g)+ Ny (2) ~ Weimplemented a custom layer introducing Gaussian noise
into the inputs to test the model's performance. This Gaussian
Upon successful noise injection, the malicious node subiise is de ned in Eq. 3. Heré is the input, is the mean
blends with the regular operations of the network whilef the input, is the standard deviation of the inp@, is the
evading detection. This highlights the need for a robust deferggussian distributionB is the Bernoulli distributionnp is
framework for HC architectures with partitioned CNN modelshe noise percentage which is a binary mask dictating where
the noise is to be added, argp is the standard deviation
IV. CASE STUDY AND OBSERVATIONS percentage (noise magnitude) that was integrated into the
dgeCNN model. The model's performance was evaluated on
the MNIST test set. This layer assessed the EdgeCNN model's
robustness to various noise levels and impacted nodes.

We devised a custom CNN model to understand the pot
tial effect of an adversary operating on HC-based CNN.

A. System and Model Description 1°=1+G(;sp ) B(np) 3)

We consider an HC system that has partitioned the CNPor evaluating our work, we also consider the Polarity Switch
model onto multiple edge devices/nodes, as shown in Fig.Attack as a representative adversarial threat within the HC-
We designed a reference CNN model nantedgeCNNto based CNN architecture. This attack involves inverting the
analyze and classify the MNIST dataset, a collection of hansign of the feature map activations at the compromised node,
written digits commonly used for image classi cation taskseffectively disrupting the learned representations and lead-
This model has an architecture of two convolutional layeiag to model misclassi cation. Unlike input-level adversarial
(with 32 lters), followed by a max-pooling layer, anothernoise, this manipulation targets internal computations, making
convolutional layer (64 Iters), and nally, two fully connected it harder to detect with conventional defenses. This aligns with
layers. The network is trained using a stochastic gradidhie threat model in our HC-based CNN, where adversaries may
descent (SGD) optimizer with a learning rate of 0.001. Theccess intermediate computations in distributed systems.
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TABLE |
VARIATION IN THE STATISTICAL MEAN OF THE FEATURE MAP AGAINST VARYING PERCENTAGE OFNOISY NODES

CNN Model | Datasets| Mean Before Noise| 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
EdgeCNN MNIST 0.8668 0.9109 | 0.9511| 0.9880 | 1.0535| 1.0764 | 1.1200 | 1.1539 | 1.2194 | 1.2559 | 1.2954
LeNet-5 MNIST 1.0716 1.1198 | 1.1687 | 1.2236 | 1.2833 | 1.3342 | 1.3770 | 1.4453 | 1.4949 | 1.5472 | 1.6061
LeNet-5 Fashion 1.1062 1.1622 | 1.2217 | 1.2611 | 1.3537 | 1.3710 | 1.4208 | 1.4561 | 1.5646 | 1.5957 | 1.6559

TABLE I
VARIATION IN THE STATISTICAL STANDARD DEVIATION OF THE FEATURE MAP AGAINST VARYING PERCENTAGE OFNOISY NODES

CNN Model | Datasets| Stdev Before Noise| 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
EdgeCNN MNIST 1.4198 1.4284 | 1.4524 | 1.4508 | 1.4649 | 1.4746 | 1.4743 | 1.4690 | 1.4883 | 1.4808 | 1.4902
LeNet-5 MNIST 1.5921 1.6141 | 1.6128 | 1.6425| 1.6590 | 1.6412 | 1.6551 | 1.6659 | 1.6785 | 1.6694 | 1.6714
LeNet-5 Fashion 1.2264 1.2381 | 1.2722 | 1.2847 | 1.3100| 1.3070 | 1.3240| 1.3371 | 1.3428 | 1.3681 | 1.3543

C. Observations which is essential for the recovery process. A noise detection

We appended a noise layer based on Eq. 3 aftéi@bav3” MethodD, compares the perturbed outptYd; ;) with
layer to assess the effects of varying the percentage of nod&& actual outputM (d;1;;€). If the difference exceeds a
impacted by noisenp) and the noise magnitudey). On the prede ned threshold , the output is agged as noisy. The
MNIST test set, the model's accuracy was determined for ealflieshold must be carefully set to balance false positives and
np and sp combination. This test yielded accuracy variatioffIS€ Negatives in noise detection. o
with increasing noisy nodes across different magnitudes. KeyModel Recovery: Once the adversarial noise is detected,
observations include: (i) thEdgeCNNmodel initially attained te next step is to recover the original feature maps to replace
a 98.87% accuracy without noise, (ii) the model's performandge adversarially perturbed ones bringing them as close as

deteriorates with noise, contingent on the percentage of nol&ys

nodes and its magnitude, and (iii) Fig. 2 demonstrates that evBR
minor noise can considerably reduce accuracy, particuIaFR)e_
when the magnitude is ampli ed. The impact of noise injection
in different layers can be seen in Fig. 3. the

sible to the genuine output, hence ensuring the integrity of
system's overall performance. LBt (d;li; g ) represent
recovered output after applying the defense mechanism,
ch is a function of the perturbed outpht %(d; li;g) and
detected discrepancy;; .

Objective Function: The primary goal is to minimize the
overall discrepancy between the recovered output and the

D. Stealth Analysis

We analyzed the mean and standard deviation of the feature
map across varying levels of noisy nodes and magnitude to
assess the vulnerability of distributed CNNs in HC scenarios

genuine output across all data samples, layers, and edge nodes:

X
min

X X
M (d;li; &)
d ;2L ¢ 2E

M(d:liig)i (4

to adversarial noise. For EdgeCNN on the MNIST dataset, Subject to the satisfaction of the following two constraints:

with a number of impacted feature vector elements escalated to
50%, the feature map's mean-variance and standard deviation-
variance remained minimal, as shown in Tables | and Il
The noise magnitude was kept at 50%. The LeNet-5 mod-
els on MNIST and Fashion datasets displayed an analogous
pattern, with minimal uctuations in their respective means
and standard deviations, irrespective of the introduced noise
magnitude. These results indicate that while major noise barely
impacts feature statistics, it can drastically lower accuracy.
This makes the attack stealthy while potentially evading the
existing defense mechanisms, indicating the need for more
robust countermeasures that consider such tactics.

V. PROBLEM FORMULATION

In response to challenges observed in Section IV and the
detected threats in Section lll, we outline the architecture of
the proposed framework and its deployment. In HC, the CNN
model is distributed across multiple edge nodes. Noise in an

Detection Constraint:
ij = D(MAd;li;g);M(d;li;e));
8d; 2L, e 2E

This ensures that the discrepancy between the actual and
perturbed output is calculated for each data sample, layer,
and edge node. It acts as a prerequisite for the recovery
step, identifying the instances where the adversarial noise
has affected the output (intermediate feature maps).
Recovery Constraint:

8d;li2L;e 2E;M (d;li;g) =
RecoverMethotM (d; li;g); i)
Eq. 6 denes how to correct the detected noise. It
speci es how the perturbed output is adjusted to minimize

the discrepancy with the actual output, thus restoring the
model's accuracy compromised by the adversarial noise.

®)

(6)

node can severely affect model performance. The objectivé!- PROPOSEDFRAMEWORK FORSECURE HORIZONTAL

is to develop a robust defense mechanism that maintains the

EDGE WITH ADVERSARIAL THREAT HANDLING

system's output integrity across all data, layers, and nodes. We propose SHEATH, a novel framework to ensure CNN
Noise Detection: The defense framework rst examinesintegrity and robustness on HC edge devices with minimal
node outputs to detect noise in intermediate feature mapserhead and latency, addressing adversarial noise in partially
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trusted HC architectures. The adversary can access the parafigorithm 1: Alpha Determination
eters of the model segment deployed on a compromised noG&nput: Base model's target layer witN _Iters
including the input and output feature maps. SHEATH detectsOutput: Detection of sweet spot value of
noise in a node's output and corrects it to the expected outputnitialize 0;
for the next node. SHEATH'Detect and Recovermodules ~ Nifialize Poest 1

. . . . fork 1toN do
are responsible for noise detection and feature map correction, K
respectively. The SHEATH'®etectconsists oPseudoNeand
Comparator This is illustrated in Fig. 4, and the necessary
technical details are also discussed in this section. By adding
noise to these elements, the adversary can compromise the
model's integrity.

temp

Construct PseudoNet witk lters;
Evaluate detection accura@y( temp);
Measure computational overhe&d temp);
Compute performance metric
P( temp) = A( temp) c( temp);
if P( temp) > P pest then
Pbest P( temp);

temps

A. SHEATH-Detect

This module is responsible for detecting the presence ofgng
noise in an untrusted node to ensure that it sends the correaeturn ;
output to the subsequent node. Given the node's untrusted
nature, theDetect module requires a reference set of noise-
free feature maps generated E&seudoNet_These feature a subset of weights fromy and byenseis a subset of biases
maps are then sent to thieomp_aratorfor verlfy_lng whether from . In this case, the output will be
the difference between the noisy and non-noisy feature maps
exceeds the prede ned threshold.

1) PseudoNet:The key idea forPseudoNetis to have a ) o ) )
secondary mechanism to recompute the expected feature m¥pgref is the activation function andis the dot product.
from the untrusted node using fewer computational resourcest0r €ach layer type, the subset of parameterspirshould
The primary mechanism is the reference of comparison (ndf§-€ct the lightweight aspect oPseudoNetompared t0 y.
noisy) in the Comparator Generation of reference feature™\N @ppropriate can be chosen for each layer type based on
maps can be achieved in two ways: (a) redundancy, whif}ff computational and security requirements.
refers to the duplication of the whole targeted node, or (b) FOr brevity, we focus our explanation of the SHEATH
constructing a similar subset of the untrusted node witfRmework on securing a convolutional layer within an un-
reduced hyperparameters (tRseudoNeapproach). The latter trusted nqde(s), as convolgthnal Iayers are fundamental to
is a relatively lightweight mechanism. L&k be the untrusted C'\_'N archltectures and grumal n d? ning the feature represen-
node's layer(s)P the correspondin@seudoNes layer(s), u tatlon_of input data. Thelr complexity, in terms of t_he number
the parameters itJ (e.g., Iters, neurons, kernel size), ang@nd size of lters and strides, makes them the primary target

» the parameters if. Then the formation oPseudoNeg for attackers. We obtain this layerBseudoNeby reducing
layer(s) can be modeled as: the number of lIters/kernels. To illustrate, F .3 is the full

set of lters in the original layer, thef, represents the lters
p = u (7) in our corresponding’seudoNebeing a subset of ¢ 3.
Where0 < < 1 is the reduction factor, andp U,

end

Outpup, = f(V\ldense Inpu“’ bdensa(lnpu'[) (10)

Parameter reduction strategy in PseudoNé&etermining the
making P a computationally lighter counterpart &f. This

sweet spot of parameter reduction in models is a delicate
technique can be applied and tailoredRseudoNefor any
CNN layer L. For example, if this reduction technique
applied to a convolutional layer, thénis denoted asonv The
set of parameters,p, consists of(\Weony; beony) - Here, Weony

process. A higher reduction of parameters can affect the
accuracy, while a lower reduction can lead to computational
iSnef ciencies. However, as a rule of thumb, the desired value
of , which lies between 0 and 1, can be empirically deter-
mined by iteratively testing the reduced model's performance

is a subset of Iters from y, andbcony are the biases for thoseand comparing it to the baseline. The parameteerves as the

Iters. The output is de ned in Eqg. 8.
Outpup = f (Weony  Input+ beony) 6))

wheref is the activation function and is the convolution.

If the desired layer is the pooling Laydr,is represented as
pool. The set of parametersp (e.g., max, average), specify
pooling operation and size. The output is de ned in Eq. 9

Output, = pool(Input) 9)

reduction factor, de ning the proportion of Iters iRseudoNet
relative to the base model to improve the computational
ef ciency. For EdgeCNN where the target layer of the base
model contains 64 lIters, we conducted an iterative analysis
by incrementing the number of Iters iRseudoNeby one per
iteration (e.g., one lter in the rstiteration, two in the second,
and so on). At each step, we evaluated SHEATH's detection

"accuracy and the corresponding computational overhead to

identify a good tradeoff point (sweet spot) between accuracy
and ef ciency. The value of , which provides this sweet spot,

If the target layer is the dense layér,is represented asis detailed in Algorithm 1 and validated experimentally, as

dense Set of parameters,p, are (Wgense ; Ddense )- Wdense IS

shown in Fig. 11.
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Fig. 4. Overview of the SHEATH Framework. SHEATH has two modules:O@tectand (ii) Recover It is deployed on a trusted node in
HC-based edge devices to defend against adversarial noise from propagating to the rest of the CNN model. Integrated within drone-based
trusted nodes, SHEATH secures the untrusted node (IoT dev2) by taking input from the preceding trusted node (loT dev3). In the case of
noise detection, SHEATH forwards the recovered output to the subsequent layer (IoT dev4).

2) Comparator: After the PseudoNetomputes the refer- the sanity check is illustrated in Fig. 5. Therefore, in an ideal,
ence feature maps for thEomparator the next step is to noise-free situation, the MSE between thgeudoNetind the
compare these maps with the noisy feature maps producedoage model's target layer is 0. For our case, the sanity check
the target layer in the untrusted node. The primary methgdélded an MSE of 0, which we used as the threshold.
of this comparison is computing the mean squared error
(MSE) between the noisy and non-noisy feature maps. As
PseudoNets a reduced subset of the untrusted node, only t%e’ SHEATH-Recover
corresponding feature maps from both are compared, whichlhe primary role of this module is to ensure that accurate
makes noise detection computationally ef cient. Given tw@nd noise-free output is delivered to the subsequent nodes in
sets of lters, one from th@seudoNetepresented aEp and the system. If theDetectmodule determines that there is no

the other, a subset from the target layer representdélas Noise in the feature maps, the output of the untrusted node
(which corresponds t6,), the MSE is de ned as: is forwarded as-is to the subsequent node. However, if noise

is detected, theRecovermodule detects and corrects noise,
1 forwarding the output to the next node. It trains convolutional
MSE (Fp;Frez) = (P )’ (11) layers by using feature maps froRseudoNetFeature maps
i=1 are merged based on lter index, e.g., if the untrusted node
where p; represents the Iter values from thBseudoNet 9enerates 64 feature maps dPseudoNeyields ve, Recover
< represents the corresponding Iter values from the subgef€dicts the remaining 59 feature maps. The merged output,
of the target layer,F .z, and k is the total number of Consisting of the predicted an&seudoNetfeature maps,
lters being compared. If the computed MSE surpasses & forwarded to the subsequent node, ensuring a noise-free
prede ned threshold, it indicates that there is noise in tHtPut. Mathematically,c 5 is the complete set of Iters in
system. Subsequently, measures to correct this noisy outflft target layer of the untrusted nod, is a subset of Iters
are activated to ensure the overall system integrity. In Fic 3 that matchesPseudoNetn is the total number of
Threshold Selection StrategyThe threshold for MSE is feature maps in the target layer of the untrusted node,pand

selected based on the comparison performed during the saffitj’e number of feature maps producedRseudoNetwhere
check conducted in a noise-free environment. To elabordte N- The objective, then, is to generate the missing p)

the process of the sanity check, we computed and compafg@ture maps using the convolutional layers in Recover

the MSE between the FMs generated by the target lay8Pdule and merge them with thefrom PseudoNet
“Conv3” of the noise-free base modEgeCNNagainst the Generating Missing Feature Maps This can be done as:
FMs generated by thBseudoNetSince one lter represents
one FM, the MSE between each FM of the base model
EdgeCNNand each FM ofPseudoNets 0. An MSE value WhereFM nissing represents the set of missing feature maps,
of 0 indicates that there is no difference between the FMs Bfc 3 F,. Conv; is the convolution operation using the op-
the noise-free base model amseudoNetAny MSE value timall andf obtained from the grid search, ahtbut recover
greater than O indicates the presence of noise. The resultisthe input to theRecovermodule.

FMmissing = Convis (Input recover ) (12)
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Fig. 6. Single-layer attack in HC-based edge devices.

Fig. 5. Sanity Check: No difference between the FM EdgeCNNand
PseudoNetHence, "0' is selected as SHEATH's detection threshold.

Mgrging Feature Maps. The merged feature maps, taking th%ig. 7. Non-consecutive multi-node attack in HC edge devices.
union of those from thé&seudoNeaind Recovemodules are:

FMmerged = Fp[ (Flcs Fp) (13) During deployment, edge devices perform inference only usin'g

) . these pre-trained components. Edge devices do not require

Thus, the nalFMmergeq iS @ union of the feature maps from,ccess to training data or intermediate feature maps during
PseudoNetand the missing ones produced by tRecover qenioyment, ensuring the approach aligns with the resource

module to match the targeffic 3. The training for these qngiraints of HC-based CNNs and ensures ef cient operation.
convolutional layers is executed ofine, ensuring no real-

time delays or performance hitches. The architecture of the
Recovermodule, including the number of layers and ItersD. Deployment Limitations

within these layers, is determined optimally through a grid Consider a sequence of edge nolles fe;;e,;:::eg. For

search algorithm. The primary quect|ve IS a ”"’.‘de‘?ﬁ bgtwetaqe sake of brevity, we consider each node has one layer of the
accuracy and overhead. The grid search function is given |%’NN model to discuss the feasibility of SHEATH deployment
G(grid) = min LosgModel;; ) (14) in three scenarios: (i) single-layer attack, (iij) non-consecutive
Lhomifom multi-layer attacks, and (i) consecutive multi-layer attacks.
Where G is the grid search function over the de negid, Single Layer Attack: If e is untrusted, SHEATH is
comprising all possible combinations of the number of conveteployed one;.; to verify the computations performed by
lutional |ayerS| and number of ltersf in each Iayer. Eq 14 e as shown in F|g 6. For instance, in a Setup of nodes
represents the grid search function wherearies from 1 t0 E = fe;;e);es €4 €50, if € becomes compromised, then
n (number of layers) andl varies from 1 tom (number of SHEATH is ones, ensuringe; validates and possibly recti es
lters per layer), and the goal is to minimize the loss functiogomputations frome, before progressing with its tasks.
for the given model con guration. Losif(odel;; ) represents  Non-consecutive Multi-node Attacks: For several non-
the loss function of the model con guration trying to matchonsecutive compromised nodes, sagnde (whereji jj >

Fics Fp as accurately as possible. 1), SHEATH is deployed ore.; and g.; respectively as
o can be seen in Fig. 7. Re ecting on a system with nodes
C. Training Process E = fe;;e;e3;€4; 65,650, if nodese, ande, are both un-

In SHEATH, all training, including the CNN model, trusted, SHEATH is deployed og andes. These nodes will
PseudoNetand recovery module is performeaafine prior then be responsible for individually con rming and potentially
to deployment to avoid burdening resource-constrained edg@ending the computations ef ande;.
devices with computationally intensive tasks. HC-based CNNsConsecutive Multi-node Attacks: As seen in Fig. 8, when
distribute inference workloads across multiple devices, levéwo consecutive nodes, ande; .1 , are under threat, SHEATH
aging collective computational power for ef cient real-timeapplied one., may receive compromised input, reducing
processing while addressing individual resource limitationgs ef cacy. Taking E = fej;ep;es; €40, if & and e; are
Of ine training reuses data and intermediate FMs from thkoth untrusted, SHEATH or, may be ineffective, as it gets
base CNN's training, requiring no additional resources bgotentially awed data fromes.
yond standard CNN development. The sweet spot value ofDeploying SHEATH, i.e.PseudoNetnd recovery module
reduction factor for PseudoNeis determined of ine through for each untrusted node may introduce additional compu-
iterative testing to balance detection accuracy and ef ciendgtional overhead. However, our framework is designed to
as described in Algorithm 1. Similarly, the recovery module'minimize this overhead through the following. (1) Lightweight
architecture is optimized using grid search to minimize lod3esign: As detailed in Algorithm 1, we determine a sweet spot
and ensure deployment ef ciency. This approach ensuresaa the reduction factor that balances detection accuracy and
lightweight, scalable design suitable for resource-constrainedmputational ef ciency. This ensures a lightweight design by
environments. using only a subset of the original model's parameters. More-

Once trained, thePseudoNetand recovery module areover, our experimental results (see Section VII, RQ8) show
deployed to the edge devices as part of the overall CNN modilat the computational overhead introduced by SHEATH's
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overhead, then the peak complexity of SHEATH is likely less
than redundancy as in Eqg. 15.

O(td + tm) <O (tr) (15)

Considering resource ef ciency, SHEATH primarily utilizes
. . _ _ _ resources ad(ty), with occasional rises, whereas redundancy
Fig. 8. Consecutive multi-node attack in HC edge devices. demandsO(tr) continuously. This implies higher Iong-term

DetectandRecovemodules is minimal. (2) Selective Deplo _costs for redundancy. In latency, SHEATH inc@¢tq), only
X ploy rising upon noise detection, while redundancy is consistently

ment: Instead of deploying SHEATH for every untrusted nod . : o o
; - (t;), potentially higher due to synchronization or switching.
we can focus on protecting the most critical nodes or layers ) ) )
. . . . ... For overhead, SHEATH mainly correlates wii{(ty), with
that are highly susceptible to adversarial noise. (3) Scalabilit . .
casional costs oD(t,). Redundancy, however, consis-

with Model Complexity: Our experiments indicate that th X .
plexity P ently incurs O(t;) due to backup system maintenance. In

overhead does not increase linearly with model complexig(. . . :
For larger models like VGG10, the number of lters require onclusion, SHEATH offers a more efcient paradigm than

in the recovery module does not proportionally increase, ([ﬂesdun_dancy, espe_cially with infrequ_ent noise detections. We
I . exbperlmentally validate the complexity for both SHEATH and
shown in Fig. 16. This suggests that the defense remain . ;
” redundancy in RQ8 of Section VII.

resource-ef cient even as models scale.

Limitations: The deployment of SHEATH provides a mech-
anism to secure the system, but it isn't without challenges. VII. PERFORMANCEEVALUATION
One signi cant limitation is the susceptibility to consecutive To evaluate the performance of SHEATH across diverse
multi-node attacks, as seen in Fig. 8. In these cases, e@XN con gurations, we experiment with three CNN mod-
if SHEATH is in place, it may operate on awed data. Thisls: LeNet MiniVGGNet and EdgeCNN our custom test-
results in a cascading effect of the noise compromising thase CNN. We evaluate both SHEATDbetectand SHEATH-
rest of the model. For SHEATH to be effective, it operateRecoverto determine whether noise is being accurately de-
assuming it receives trustworthy input. In situations whetected and the FMs are being corrected. We use several
e is compromised, SHEATH om .1 is designed to handle metrics for this: (1)Accuracy which measures its ability to
and rectify the potential noise or alterations. However, whetlentify FMs with adversarial noise correctly; (Precision
both e and e+, are compromised, the SHEATH o#.> representing the proportion of correctly identi ed noisy FMs
faces a dilemma. The data it receives has passed throwugh of all classi ed as noisy; (3Recal| indicating the success
two nodes of potential malicious alterations. This hampeiis identifying actual noisy FMs out of all present; and (4)
its ability to distinguish actual data from the compromiseB1-score which balances noise detection and reduces false
one. It is important to distinguish between multi-node angositives as the harmonic mean of recall and precision. All
multi-layer scenarios. SHEATH can effectively defend againsvaluations in this study were conducted under a simulation
adversarial noise when multiple layers are deployed on tbeedge devices rather than on a physical hardware-accelerated
same node, as it can monitor and correct within that singéelge architecture. All experiments were executed on a system
node. However, the framework faces limitations when multiplequipped with a 12th Gen Intel(R) Core (TM) i5-1235U
layers are distributed across two consecutive untrusted nods®cessor operating at a frequency of 1.30 GHz, supported
e.g., if the last layer of "Nodel' and the rst layer of "Node2by 16.0 GB RAM running a 64-bit operating system.
are both compromised, SHEATH on "Node3' may receive dataWe investigated and conducted experiments for the follow-
that has been altered by two prior untrusted nodes. Thus,iiigy research questions (RQs).
such cases, we can reconsider the distribution of nodes to avoitRQ1: How effectively does SHEATH detect adversarial
model deployment on two consecutive untrusted nodes. noise across different layers of varied CNN architectures?

RQ2: What is the performance across different datasets and
in safety-critical scenarios?

RQ3: How does the number of lters and other hyperpa-

The other alternative for security in HC-based CNN arameters in uence SHEATH's detection performance?
chitectures would be to do a redundancy, i.e., duplicatingRQ4: What are the false positives and false negatives?
the targeted untrusted node(s) (one node redundancy foRQ5: How does the noise detection accuracy of SHEATH
single-layer and multiple node redundancy under a multiary with the strength of adversarial noise?
layer attack(s)). The theoretical computational complexity for RQ6: What is the performance with model complexity?
SHEATH and doing a complete redundancy can be represente®Q7: Does the location of noise injection in the model
as follows. Lettq, ty,, andt, be the times andng, my, and impact SHEATH's performance?
m; be the memories for SHEATBetect SHEATH-Recover RQ8: What computational overhead is added by SHEATH-
and redundancy, respectively. The complexity for SHEATIBetectand SHEATHRecover and how does the complexity
is typically O(tq), occasionally peaking @(tq + tm) upon compare with that of a complete redundancy?
noise detection. Contrarily, redundancy consistently operates aRQ9: What is SHEATH's ef cacy when multiple non-
O(t;). If tg is minimal,ty, is infrequent, and, has signi cant consecutive nodes are attacked?

E. Theoretical Complexity Analysis for SHEATH
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) (2) . (b) ) Fig. 10. SHEATH's Performance with varied datasets.
Fig. 9. SHEATH-detect's Ef cacy across Different Layers in CNN

Architectures (a) MiniVGGNet and (b) EdgeCNN.

RQ10: What is SHEATH's ef ciency in recovering original
feature maps with different levels of noise injection?

RQ11 What is SHEATH's performance when its feature
map recovery process is scaled to larger CNN architectures?

A. Evaluation Results

This subsection entails the answers to the aforementioned @) (b)
RQs with experimental results. Fig. 11. In uence of Hyperparameters on SHEATH: (a) Accuracy and
RQL1 - Analysis of SHEATH's Detection Ef cacy across Dif- (b) F1-Score when no. of Iters are varied PseudoNet
ferent Layers in CNN ArchitecturesAnalyzing CNN layers' EALSE POSITIVES AND I//;\FSLEENIIEIGAT|VES PSEUDANET
resilience to noise reveals vulnerabilities. Deeper LeNet layers '
suffered more accuracy drop, while MiniVGGNetGonv2A” CNN Model | Dataset | False Positive| False Negative] ROC
had a signi cant dip. SHEATH's evaluation on MiniVGGNet E"L%?\I%';‘N m:g 8 14520 g-g;g
indicated high accuracy in early layers. Notabigonv2B” MinVGGNet T CIFAR-10 5 370 0962

accuracy jumped from 89.83% with one Iter to 99.89% wit

ve, emphasizing Iter analysis in noise detection. Simu“aner'onments As illustrated in Fig. 10. SHEATH performs well
ous attacks on multiple layers &dgeCNNin “Conv2” and : g- - P

“Conv3” . with h having its detecti hani across datasets. The variance in performance suggests that
onvs:, with each fayer having its detection mechaniSMy, et characteristics can in uence SHEATH's ef cacy. While

showed considerable detection performance with aCCUraSy\= ATH showcases broad adaptability, customizing it for

increasing from 95% with one lter to 99.01% with ve for : ; L i
. . . speci ¢ datasets might further optimize its capabilities.
“Conv3”. SHEATH's consistent high detection, represented |rP 9 P b

Fig. 9(a) and 9(b), underscores its defense capability agaiR€d3 - In uence of Hyperparameter Variations on SHEATH-
noise, regardless of the injection point. Detect's Performance across CNN Architecturesn de-
RQ2 -SHEATH's Performance with Varied Datasets and inP/0Ying CNN-based systems like SHEATH, hyperparameter
Safety Critical Scenarios:Assessing the adaptability of anchoices like lter count, signi cantly impact performance. We
adversarial noise detection mechanism across varied datasefyRothesized that SHEATH can detect adversarial noise even
vital for understanding its robustness and real-world relevanddth @ single affected lter, but balancing lIter count for
We evaluated SHEATH across representative datasets usirlg'Broved detection while considering computational overhead
single lter. For MiniVGGNet on Fashion, accuracy and F1S crucial. Experimental results showedigeCNNs detection
score stood at 91.72% and 87.35%. For LeNet on the Fashffifuracy starting at 95.13% for one lter, reaching 100% by
dataset, the values were 97.86% and 90.55%, while on MNIS§" [ters, with a similar trend in the Fl-score. For LeNet,
they reached 98.62% and 92.67%. For VGG10 on Fruits-3@ifcuracy began at 98.62%, hitting 100% by three lters, main-
accuracy and F1 score were 96.62% and 89.21%, respdling this trend. MiniVGGNet started at 89._83%, ach|eV|_ng
tively. Additionally, evaluating the detection performance of00% accuracy _by seven lters. These ndlngs. emphasize
SHEATH in safety-critical scenarios is imperative to estap?HEATH'S effectiveness with few lters and the importance
lish its resilience in environments where human safety is @t OPtimizing for computational ef ciency, as seen in Fig. 11.
stake. We assessed SHEATH's performance using the Gernk@4 - Evaluation of SHEATH's performance in false
Traf ¢ Sign Recognition Benchmark (GTSRB) dataset. Thpositives and false negatives across CNN models and
GTSRB dataset comprises of images captured in real-woddtasets: Evaluating SHEATH's adversarial noise detection
road settings, which provides a reliable testbed for autonomalso involves assessing false positives and negatives. Table. IlI
driving systems. For MiniVGGNet trained on the GTSRButlines these metrics for SHEATH across varied CNN models
dataset, the detection accuracy and F1 score were 95.34f6l datasets with a single lter in tHeseudoNetSpeci cally,
and 87.98%, respectively. This underscores SHEATH's pron the MNIST dataseEdgeCNNshowed zero false positives
ciency in detecting adversarial noise in safety-critical envibut had 150 false negativedeNet on the same dataset,
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Fig. 12. SHEATH-Detect’s performance against varied adversarial
strengths in (a) EdgeCNN and (b) LeNet for Gaussian Noise and (c)
EdgeCNN and (d) LeNet for Polarity Switch Attack

recorded zero false positives and only 42 false negatives. For
the CIFAR-10 dataset, MiniVGGNet had zero false positives
but a larger 370 false negatives. To address the challenge
of false negatives, the number of filters in the PseudoNet
was progressively increased, enabling the model to capture
more complex noise patterns that might otherwise go unde-
tected. The baseline, established with 1 filter, resulted in the
highest number of false negatives. Our findings demonstrate
that employing 3 filters in the PseudoNet reduced the false
negatives to 41% of the baseline, with 4 filters false negatives
were reduced to 19% of the baseline, and with 5 filters false
negatives were significantly reduced to 3.3% of the baseline.
It’s vital to optimize SHEATH’s capabilities for enhanced
noise detection across diverse CNNs.

RQS5 - Robustness Against Varied Noise Characteristics:
To assess SHEATH’s detection capabilities against different
adversarial noise attacks, we evaluated it under Gaussian noise
and polarity switch attacks. The polarity switch attack involves
inverting the sign values within the feature vector of the CNN
model, changing positive values to negative and vice versa.
This manipulation affects only the signs, not the magnitudes
of the values. The severity of this perturbation is measured by
the percentage of noisy nodes, indicating the portion of the
feature vector impacted by this adversarial technique. Such
attacks typically have a more pronounced effect on the CNN
architecture’s memory-centric or fully connected layers. For
EdgeCNN, accuracy also improved as Gaussian noise levels
augmented. Specifically, with a noise level of 1% and a stan-
dard deviation of 10%, the accuracy stood at 0.9660. However,
with a 5% noise increase, the accuracy impressively surged
to 0.9998. This pattern was consistent across all standard
deviation values. Additionally, when subjected to the polarity
switching, EdgeCNN exhibited robustness. At a noise level
of 1%, the detection accuracy was 94.52%, showcasing the
model’s resilience to this specific adversarial perturbation.

SHEATH-detect's Performance
for CNN Architectures
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Fig. 13. SHEATH’s performance across different CNN architectures
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Fig. 14. Impact of location of noise injection on SHEATH.

Moreover, at a noise level of 5%, the detection accuracy further
increased to 99.48%. In the evaluation of LeNet, the model
initially achieved an accuracy of 98.47% with 1% noise and
a 10% standard deviation. The accuracy improved to 100%
with Gaussian noise levels of 3% and 4%. In tests involving
polarity switching, the model’s accuracy was 96.40% at a noise
level of 1%, and increased to 99.88% at 5% noise. These
results demonstrate that the SHEATH framework effectively
maintains high detection accuracy across varying levels of
adversarial noise, as illustrated in Fig. 12(a) - 12(d).

RQ6 - SHEATH’s Performance with Model Complex-
ity (Scalability): We explored how diverse CNN architec-
tures influence performance to determine if SHEATH main-
tains efficacy with escalating model intricacy. The study in-
cluded EdgeCNN, LeNet, and MiniVGGNet. For EdgeCNN,
PseudoNet’s accuracy increased from 95.13% with one filter
to 99.87% with three. LeNet exhibited 98.62% accuracy for
one filter, achieving 100% by three filters. MiniVGGNet began
at 89.83% with one filter, escalating to 99.89% by the third.
As illustrated in Fig. 13, these findings highlight SHEATH’s
adaptable and robust performance across various complexities.

RQ7 - Impact of location of noise injection on SHEATH:
Fig. 14 shows the SHEATH-Recover module’s performance
when the noise is injected in (a) earlier layer and (b) last
layer of the model, “Convl” and *““Conv3”, respectively with
an increasing number of filters. As the number of filters
increases, SHEATH’s accuracy when ““Conv1” is under attack
is better than when “Conv3” is under attack, emphasizing that
SHEATH effectively detects adversarial noise and eliminates
the noise impacts regardless of the location.

RQ8 - Computational Overhead of SHEATH in real-time
CNN environments: When deploying verification tools like
SHEATH in real-time CNN environments, assessing the com-
putational overhead is essential to understand the extra pro-
cessing time and resources. For optimal system performance,
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Fig. 15. SHEATH-detect’s computational overhead.

this should be minimal, even as it improves model robustness.
We measured this overhead as the increase in processing
time for models using SHEATH compared to their baseline
computation time without it. It is worth noting that the follow-
ing computation times were measured in the inference mode,
which does not leverage the GPU acceleration. LeNet had an
increase of 1.7ms (0.908s to 0.9097s), EdgeCNN an increase
of 1.87ms (2.06s to 2.06187s), and MiniVGGNet, a more
noticeable overhead of 153ms (5.273s to 5.426s). In summary,
SHEATH-Detect introduces a minimal computational over-
head, as shown in Fig. 15, ensuring its potential suitability for
real-time deployments. Furthermore, using empirical data, we
evaluated the performance of SHEATH against the redundancy
approach regarding time complexity and memory overhead.
The ty, t,, and t. are 0.2033s, 0.4632s, and 0.2784s, respec-
tively. The worst-case time complexity for SHEATH (when
both detection and correction/recovery are applied) is ty+t,, =
0:6665 seconds. However, during infrequent attacks or noise
scenarios, SHEATH’s average performance time is t4, making
it competitive against t.. Similarly, mg, My, and m, are
0.0Mb, 0.015625Mb, and 0.0Mb, respectively. The memory
overhead for the SHEATH-Recover module is minimal, with
an increased overhead of m, MiB compared to redundancy.
While the worst-case time complexity of SHEATH is slightly
higher than doing redundancy, it offers competitive average
performance, particularly under infrequent attack scenarios.
Its adaptability, threat-handling flexibility, and low memory
overhead make it an efficient alternative. In environments with
frequent attacks, redundancy may be preferable, though such
conditions are generally unfavorable for HC systems.

RQY - SHEATH's efficacy in case of multiple nodes: We im-
plemented the deployment scenario as depicted in Fig. 14. In
the EdAgeCNN model, the noise was added to the nodes having
“Convl” and “Conv3”. If the impact of noise in “Conv1” is
not mitigated, it will lead to a cascading effect, which will
further decrease the model accuracy when “Conv3™ is also
noisy. Hence, we deployed SHEATH for both layers/nodes
and compared the model accuracy with and without SHEATH.
As shown in Table. IV, SHEATH successfully recovers the
original feature maps for both “Conv1l” and “Conv3”. Hence,
the model maintains a high accuracy consistently, regardless
of the noise levels. It is worth mentioning that the accuracy
is 97.55% for all noise levels, as it is measured on the same
dataset using the same recovery modules.

RQ10 - SHEATH’s efficacy in recovering original feature
maps: Table IV provides a comprehensive evaluation of
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Fig. 16. Scalability Analysis of SHEATH-Recover’s Performance for
MiniVGGNet and VGG10 models: (a) Computational Performance
and (b) Difference between recovered and actual FM Accuracy

the SHEATH-Recover module’s effectiveness in identifying
and rectifying noise disturbances, particularly under Gaussian
Noise Attack and Polarity Switch Attack scenarios. Utilizing
the Pseudonet framework within the EdgeCNN architecture,
the model generated five feature maps, while the SHEATH-
Recover module effectively recovered the remaining 59 feature
maps. Specifically, amidst Gaussian Noise perturbations, the
model’s accuracy improved significantly with SHEATH. At
a standard deviation of 50% and a noise level of 65%, the
model’s accuracy improved from 18.43% without SHEATH
to 97.55% with SHEATH. Notably, even under a higher noise
intensity, such as at a standard deviation of 90%, the model’s
accuracy showed improvement from 12.51% to 97.55%. Sim-
ilarly, for polarity switch attacks, and at a noise level of 85%
the model’s accuracy improved from 6.26% without SHEATH
to 97.36% with SHEATH. Furthermore, at higher noise levels,
such as at a noise level of 95%, the accuracy improved from
4.23% to 97.36%. Hence, SHEATH can efficiently recover
original feature maps amidst varying levels of noise injection.

RQ11 - Performance for large CNN architectures:

We evaluated the performance of our mitigator in the
SHEATH-Recover module, examining both accuracy and com-
putational overhead, particularly as it scales to larger CNN
architectures. Using the grid search function (Eq. 14), we
found that the mitigator for both MiniVGGNet and VGG10
requires two convolutional layers to predict the remaining FMs
for subsequent nodes. The second layer consistently uses the
filter count that matches the number of FMs to be predicted,
while the first layer’s filter count varies, enabling an analysis
of computational overhead and the difference in classification
accuracy between the original and recovered models.

For MiniVGGNet, increasing the filter count in the first
convolutional layer from 32 to 96 resulted in an increase
in computational overhead from 0.0059 seconds to 0.0152
seconds. Concurrently, the accuracy difference between the
recovered and the original model decreased from 2.52% to
1.97%. Similarly, for VGG10, increasing the filters in the
first layer from 32 to 96 led to an increase in computational
overhead from 0.0065 seconds to 0.0154 seconds, while the ac-
curacy difference narrowed significantly from 6.03% to 0.69%
as illustrated in Fig. 16(a) and Fig. 16(b). Notably, when
SHEATH’s FM recovery process is scaled from a smaller CNN
architecture to a larger model, the computational overhead of
the mitigator remains minimal, showing its scalability.
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B. Discussion and Future Work

SHEATH enhances the security of HC-based CNNs by
detecting and mitigating adversarial noise from untrusted
nodes. It ensures integrity and robustness with minimal over-
head, making it suitable for real-time, resource-constrained
environments. Its adaptability across CNN architectures and
datasets highlights its versatility and effectiveness. However,
SHEATH relies on the presence of at least one trusted node
within the network. In highly dynamic or hostile environments,
ensuring the availability and trustworthiness of such nodes
can be challenging. Lastly, another limitation is its reliance
on threshold-based noise detection, which can be affected by
floating-point precision limitations. This could be mitigated
by integrating adaptive thresholding techniques that adjust
dynamically based on statistical patterns in the feature maps
or by implementing sensitivity adjustments to improve the
Comparator’s ability to detect subtle deviations.

Adpversarial Attacks and Learning: Traditional adversarial
attacks like FGSM, PGD, and JSMA are ineffective in HC-
based CNNs due to their reliance on full model access, gra-
dients, and iterative feedback. In distributed HC architectures,
each node only processes a segment of the model, preventing
adversaries from computing gradients or loss functions. These
attacks target input data, but in HC setups, adversaries control
only intermediate nodes, restricting their influence to feature
maps, not inputs. Manipulating feature maps is the primary
feasible attack since FGSM and JSMA depend on comprehen-
sive model knowledge, including architecture, parameters, and
Jacobians, which adversaries in HC architectures lack. Thus,
traditional adversarial attacks cannot function effectively in
this context, as also noted by Adeyemo et al. and Goldblum
et al., respectively [33], [34].

Adpversarial training is a widely-used defense mechanism
that enhances robustness by incorporating adversarially per-
turbed inputs during training. However, in HC-based CNN
architectures, adversarial training presents two significant dis-
advantages. First, the training process becomes extremely
cumbersome, as each node would need to retrain on adversarial
feature maps specific to its assigned layer, which contradicts
the resource-efficient design of edge-based architectures. Sec-
ond, the feature maps learned during adversarial training may
become irrelevant during inference. In HC scenarios, adver-
saries introduce noise at intermediate nodes, resulting in FMs
that differ significantly from those encountered during training.
This mismatch limits the effectiveness of adversarial training
in defending against intermediate feature map manipulations.
Therefore, while adversarial training can be applied, it is not
readily usable in our HC scenario.

VIII. RELATED WORKS

We explore related works in terms of mechanisms of col-
laborative inference and security challenges in HC.

A. Collaboration Inference

Collaborative inference in IoT and edge devices has gar-
nered significant interest, driving advancements in optimizing
the deployment of deep learning models across distributed

TABLE IV
COMPARISON OF MODEL ACCURACIES WITH AND WITHOUT SHEATH
WHEN SUBJECTED TO DIFFERENT NOISE TYPES

Std Dev | Noise Model Accuracy Noise
(%) Level | with Noise | with SHEATH Type
10 65 0.8549 0.9755 Gaussian Noise
50 65 0.1843 0.9755 Gaussian Noise
90 65 0.1251 0.9755 Gaussian Noise
- 75 0.1039 0.9736 Polarity Switch
- 85 0.0626 0.9736 Polarity Switch
- 95 0.0423 0.9736 Polarity Switch

edge systems. In [35], Huang et al. proposed DeColla, a de-
centralized deep learning inference system tailored for IoT de-
vices, optimizing DNN computations for enhanced efficiency
and robustness. Similarly, Shlezinger et al. [36] introduced an
edge ensemble framework leveraging multiple edge devices to
improve prediction accuracy under constrained computational
resources. Disabato et al. [37] presented a methodology for
distributing the computation of CNNs onto IoT units. Their
approach focused on enabling real-time recall and autonomous
decision-making, addressing the challenges of implementing
deep learning solutions on resource-constrained IoT devices.
Naveen et al. [38] developed a model to optimize the allocation
of deep learning tasks across edge nodes. Their primary
goal was to minimize inference latency, ensuring faster and
more efficient deep learning inference in distributed IoT edge
clusters. Du et al. [39] proposed a distributed in-situ CNN
inference system tailored for IoT applications. Their system
utilized a loosely coupled structure, synchronization-oriented
partitioning, and decentralized asynchronous communication
to address the resource constraints of individual IoT devices.
Furthermore, Hemmat et al. [40] introduced the EdgeAl
framework, which focuses on distributed inference with lo-
cal edge devices. Their approach aimed to achieve minimal
latency using partitioning, pruning, and parallel inference
techniques. Zhang et al. [41] proposed DeepSlicing, a col-
laborative CNN inference system. By combining data and
model partitioning, they aimed to enable efficient parallel
inference with reduced latency, addressing the challenge of
low-latency collaborative inference for CNNs on edge devices.
Mao et al. [5] presented MoDNN, a locally distributed mobile
computing system. Their system was designed to accelerate
DNN computations on resource-constrained mobile devices by
partitioning techniques and reducing non-parallel data delivery
time. Zhao et al. [42] introduced the DeepThings framework,
which focuses on the deployment of CNNs on resource-
constrained IoT edge clusters. Their approach utilized scalable
partitioning, distributed work stealing, and optimized work
scheduling to ensure efficient CNN-based inference applica-
tions. Zeng et al. [11] proposed CoEdge, a distributed DNN
computing system. Their system orchestrates cooperative DNN
inference over heterogeneous edge devices with the primary
goal of reducing overall latency by using adaptive workload
partitioning and ensuring energy-efficient execution.

B. Security in HC Inference

The security of collaborative inference systems in decen-
tralized networks is crucial, particularly with the rise of edge
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devices and IoT. Odetola et al. [43] introduced FeSHI, a
stealthy hardware Trojan attack that targets CNN layer feature
maps. By exploiting the statistical attributes of these feature
maps, they were able to design stealthy triggers and pay-
loads, achieving misclassification at the CNN output without
full knowledge of the architecture. Mohammed et al. [44]
highlighted the potential security risks in distributed CNNss.
They proposed Trojan attacks on CNNs implemented across
multiple nodes, demonstrating the potential for misclassifi-
cation in distributed CNN inference. Adeyemo et al. [27]
explored the vulnerabilities of DNN models to adversarial
noises, such as the Fast Gradient Signed Method (FGSM) and
Gaussian Noise Perturbation (GNP). Their research aimed to
determine attack detection accuracy and devise strategies to
bolster system security against adversarial noise. Furthermore,
Odetola et al. proposed the first hardware accelerator for
adversarial noise attacks based on memristor crossbar arrays,
aiming to significantly improve the throughput of a visual
adversarial perturbation system, which can further enhance the
robustness and security of future deep learning systems [45].
Baccour et al. [46] introduced the DistPrivacy methodology
to secure sensitive data on DNNs. Their approach balanced
latency, privacy level, and limited resources, ensuring that
sensitive data remains confidential even in a distributed infer-
ence environment. Despite these works, there remains a gap in
detecting adversarial noise-based attacks on HC-based CNNs
and developing countermeasures. Our work with SHEATH
aims to bridge this gap by both detecting the noise and
eliminating its impacts by recovering the original feature maps
in case of detection.

IX. CONCLUSION

In conclusion, we proposed a novel framework, SHEATH,
to secure HC-based CNN architectures against adversarial
noise. SHEATH, first, detects the adversarial noise and, then,
eliminates its effect on CNN inference by recovering the
original feature maps in case of a detected attack. It op-
erates without requiring complete knowledge of the CNN
model, ensuring robust data and model protection. We tested
and validated SHEATH’s performance under diverse attack
scenarios. Our experiments reiterate SHEATH’s adaptability
and effectiveness across different CNNs to maintain a high
inference accuracy even under attacks. For instance, CNN’s
overall model accuracy was increased from 18.43% without
SHEATH to 97.55% with SHEATH despite a noise injection
attack while incurring minimal overhead. In the future, we will
extend the proposed concept for collaborative infrastructures
without trusted nodes and test SHEATH on an FPGA-based
hardware HC implementation to further reduce the overhead.
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