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Abstract—With the exponential growth of the Internet use,
cyber-threats are emerging rapidly. Distributed Denial of Service
(DDoS) attack is one of the most common but damaging kinds
of cyberattacks. A DDoS attack to a server typically prevents
clients from receiving service by making the server overwhelmed
with many invalid service requests. It is always a challenging
problem to protect a system from DDoS attacks as it is not
trivial to distinguish between an attack packet and a legitimate
one. In this work, we have proposed VFence − a defense
mechanism against DDoS attack that leverages the capability
of the Network Function Virtualization (NFV) architecture. NFV
is the technology of virtualizing network functions in virtual
machines on commodity servers and it allows a flexible and
dynamic implementation of the network functions. Our proposed
mechanism uses network agents to intercept packets when the
system is potentially under attack, to verify their authenticity,
and to keep the server safe by dropping illegitimate packets.
Since the attack intensity often varies, our NFV-based defense
framework deploys agents dynamically to balance the attack
load. Our simulation results demonstrate that the mechanism
can successfully defeat the DDoS attacks by having all legitimate
requests served, and the increase in the server’s response time is
insignificant compared to that of a successful DDoS attack.
Index Terms—Distributed Denial of Service; Network Function

Virtualization; Dynamic Defense Mechanism.

I. INTRODUCTION

Distributed Denial of Service (DDoS) attacks can cause

severe damage to ISPs and online services, especially for those

small or medium-sized organizations who lack the resources

to withstand a high volume of DDoS traffic. Some recent

incidents show that DDoS attacks are becoming stronger and

more frequent. For example, the Spamhaus attack in 2013 [1]

has generated 300 Gbps attack traffic. This number has been

increased to 600 Gbps in January 2016 [2].

There are two major types of DDoS techniques in the attack

traffic: IP spoofing and real source IP attack. The DDoS

attack, based on real source IP addresses, commonly utilizes

compromised nodes in the Internet to launch the attack. IP

spoofing DDoS is the type of attack where the source addresses

are not the real IP address of the attacker. An example of this

type of attack is SYN Floods [3]. Reports show that SYN

Floods take the vast majority of the attack volume in recent

major DDoS attacks [4]. Existing solutions on SYN Floods,

including firewall and cloud service [5], either bring high cost

by purchasing dedicated hardware or trigger privacy concerns

by directing traffic to a third party. In this paper, we introduce

a new approach to defend against SYN Floods leveraging the

Network Function Virtualization (NFV) architecture.

NFV is an emerging technology where network functions

are implemented and provided in software, which runs on the

commodity hardware [6]. The network functions are imple-

mented as software and deployed as virtual machines. The

virtual machines run on general purpose commodity hardware

systems so that NFV not only provides the benefit of elasticity,

but also reduces the cost by running on commodity platforms

like x86- or ARM-based servers instead of specialized hard-

ware, resulting in a much easier deployment and lower cost.

At the same time, NFV also introduces an opportunity for

DDoS detection and mitigation. The traditional methods of

DDoS detection are limited by the computation capacity and

flexibility of involved network functions, such as firewall and

routers. Upgrading or adding new hardware introduces high

cost. The use of NFV opens a new opportunity for enterprises

to find low cost solutions for defending DDoS attacks.

In this work, we introduce a novel solution that involves

the use of NFV to mitigate DDoS attacks. We utilize the

flexibility of network functions to create DDoS traffic filtering

agents to handle external traffic to the targeted online service.

External traffic is directed to one of the agents for filtering.

The clean traffic is forwarded to the destination. A dynamic

load-balancing method is used to select an agent to handle

an incoming flow. Our experimental results demonstrate that

our proposed solution can effectively reduce the attack flow to

the target server, and therefore our solution mitigates DDoS

attacks. The contributions of this paper include:

1) To the best of our knowledge, this is the first proposed

solution using NFV to mitigate SYN Flood attacks.

2) We propose dynamic NFV DDoS filtering architecture

and protocols.

3) We evaluate our proposed solutions using simulation and

demonstrate the effectiveness of our solutions.

The rest of this paper is organized as follows: Section II
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discusses the attack model, corresponding problems, research

motivation and challenges, and contributions. We present the

proposed framework in Section III. The evaluation results of

our model are presented in Section IV. Then, we conclude the

paper in Section V.

II. BACKGROUND AND RELATED WORK

This section briefly overviews the NFV technology, existing

DDoS attack techniques, and DDoS defense strategies.

A. Network Function Virtualization

NFV is gaining growing attention from both academia and

industry due to its potential for cost reduction and operational

efficiency. The main idea of NFV is to replace dedicated net-

work appliances, such as hardware-based routers and firewalls,

with software that runs on commercial off-the-shelf servers.

A network based on NFV can achieve much lower cost and

much higher flexibility compared to a traditional computer

network. Based on ETSI NFV ISG [7], the NFV architecture

is composed of three key elements (Fig. 1) [6]:

1) Network Function Virtualization Infrastructure (NFVI):
NFVI is composed of the commercial-off-the-shelf hardware

and the abstractions of the computing, storage and network

resources.The abstraction is achieved through a virtualization

layer based on hyperviser, which decouples the virtual re-

sources from the underlying physical resources.

2) Virtual Network Functions (VNF): A VNF is a virtu-

alized functional block within a network infrastructure that

has well defined external interfaces and functional behavior.

Examples of VNFs include virtualized residential gateway,

virtualized firewall, and virtualized load balancer. VNFs can

be realized through virtual machines.

3) NFV Management and Orchestration (NFV MANO):
NFV MANO performs the orchestration and lifecycle man-

agement of NFVI resources and VNFs. It is in charge of the

operations of the VNFs such as the configuration of the VNFs

and the infrastructure these functions run on. It covers three

functional blocks: NFV Orchestrator, VNF Managers, and

Virtualized Infrastructure Manager. NFV MANO also interacts

with the (NFV external) business support systems (OSS/BSS)

landscape, which allows NFV to be integrated into an already

existing network-wide management landscape.

B. DDoS Attack Techniques

A typical type of DDoS attack based on true source IPs

utilizes botnets [8]. The bot masters can easily orchestrate a

large scale of bot-nodes on the Internet to perform attacks.

However, the botnet-based attacks induce a high cost for

compromising and controlling attacks nodes. The true identity

of attack nodes can also be easily detected and blacklisted so

that the overall cost of using bot-nodes is much higher than the

spoofing-based attacks. Therefore the bot-node attack usually

only takes a small percentage of the entire attack volume.

On the other hand, the spoofed DDoS attack techniques

such as SYN Floods can effectively hide the true identity of

attacking nodes and also require much less resources to launch
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Fig. 1. A typical architecture of the NFV framework (adapted from [6]).

the attacks. In SYN Floods, the attacker fabricates a large

number of TCP SYN packets using spoofed source IPs to

initiate hand-shakings with the victim, which overflows the

backlog on the victim and therefore prevents legitimate SYN

requests from being processed. In this paper, we will focus on

how to defend against SYN Floods using NFV.

C. DDoS Defense Strategies

There are many DDoS solutions in the literature. They can

be roughly divided into three categories: (1) solutions on the

source only; (2) solutions on the target only; and (3) solutions

involving intermediate routers. Solutions on the source only

block attack traffic from the source domain, so they cannot

get into the Internet. For example, the BCP 38 standard [9]

enforces ingress routers to verify that the packets from its

administered network are using legitimate source IP addresses

and filters traffic that uses IP addresses outside its subscribed

range. This type of solution has proven to be effective and can

mitigate IP-spoofing attacks completely when all ISPs adopt

BCP38. However, it is not practical due to the lack of incentive

and the difficulty of enforcement. The solutions involving

immediate routers include IP traceback mechanisms [10], and

packet marking and filtering mechanisms [11], [12]. This type

of solution can only be effective if there are a sufficient

number of participating routers along the routing paths. [13]

talks about the use of NFV and SDN to implement a DDoS

defense system, Bohatei. It relies on vendor provided directed

acyclic graphs (DAG) for different attack types. The third

type of defense involves only the destination infrastructure, for

example a firewall or a proxy, to perform filtering of an attack

flow. However, dedicated high capacity hardware for DDoS

may not be practical for small/medium enterprises due to the

high cost. On the other hand, using the cloud based third party

proxy (e.g. Prolexic [5]) also brings privacy concern issue. The

emerging of NFV technology introduces new opportunities for

enterprises to find effective DDoS defense [14]. In this paper

we focus on how to utilize NFV for SYN Floods attacks.
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Fig. 2. A NFV network topology that defends DDoS attacks on the target using multiple agents.

III. DYNAMIC DDOS DEFENSE ARCHITECTURE

In this section, we first discuss the proposed framework of

for DDoS defense, then we present the DDoS detection and

prevention algorithm and the purpose of NFV in this design.

A. Architecture

Fig. 2 shows an overview of the network topology that we

propose to defend DDoS attacks. The defense network is an

NFV network consisting of dynamically allocated virtualized

network functions (VNFs). In the physical layer, we have one

product server which provides online service to customers

from the Internet, and three commodity servers which are

connected to each other. Each commodity server hosts virtual

machines to realize different virtual network functions, such as

dispatcher, switches, and agents. The dispatcher is the gateway

for packets to the virtual filtering system. This agents act as

filters for attack traffic. The VNFs are organized in a way so

that attack flows will be handled by filtering agents (Fig. 2).

The overall packet handling work flow is illustrated in Fig. 3.

Dispatcher: The dispatcher is a simple forwarding device.
It receives packets from the Internet and distributes them to

one or multiple handling agents. It also forwards packets from

the product server back to the Internet. One of the major

functions of the dispatcher is load balancing, where packets

are delivered to various agents without overloading them.

The packet distribution is based on the packet source and

destination addresses and it keeps tracking which connection

is handled by which agent. It maintains a table which contains

the source and destination addresses with ports, as well as the

corresponding handling agent ID. When the dispatcher gets a

packet that is not in its map, it will randomly select another

agent with a lower workload. This way, the dispatcher does

a load balancing for delivering packets to agents. Note that

this table is updated when a flow ends or expires. Overall, the

number of agents can be updated depending on the number of
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Fig. 3. A schematic diagram of components and their interactions.

packets the dispatcher receives and the load balancing function

keeps each agent with a moderate load.

Agents: Each agent acts like a proxy or a firewall. It maintains
a whitelist of legitimate source addresses (white-list) and some

filtering rules to filter known attack traffic. The agents also

verify the source IP addresses of all SYN packets through a

spoofed handshaking process. Once a source IP from a client is

verified, it initiates another spoofed SYN packet to complete

the handshaking process for the verified source IP with the

product server, and it updates the white-list correspondingly

to add the legitimate source IP. Hence, a valid TCP connection

transfer is completed.

B. DDoS Detection and Prevention Mechanism

Verification of valid connection: The flowchart presented in
Fig. 4 shows the proposed algorithm. The figure shows flow

of operation for both the dispatcher and an agent.

A client sends a SYN packet towards the product server

to initialize a TCP connection; i.e., it starts a three-way

handshaking. This handshaking is shown in Fig. 5(a). The

dispatcher intercepts and gets the SYN packet first. It runs

a load balancing process and decides which agent to use.

To do this, the dispatcher has a table which maps each

source/destination address pairs to an agent ID. This helps

assign packets from the same flows to the same handling

agents. If a matching pair is not found, the dispatcher will
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Fig. 4. Flowchart showing the operations of the dispatcher and an agent.

find an agent with a lower workload and assign the packet to

the agent.

The agent receives the received packet, and it checks if the

packet is on the whitelist. If the packet is not in the whitelist

and it is a SYN packet, the agent attempts to verify if the SYN

packet is from a spoofed source IP or not. In order to do so, the

agent sends back a spoofed SYN-ACK with SYN cookies [15].

When SYN cookie is used, the sequence number from the

server will be generated from the current time and from the

IPs of the source and destination. This way the server does

not have to store the sequence number for each SYN packet

and therefore is efficient when most SYN packets are spoofed

under a DDOS attack. The purpose of using SYN cookies is

to turn the handshaking process to a stateless process which

can greatly enhance the capacity of the agent to handle SYN

packets. The client which is communicating from the Internet,

gets the SYN-ACK and returns its ACK. The dispatcher should

then forward this ACK packet to the corresponding handling

agent, by looking up its mapping table. The client should not

have any idea that it is actually communicating with an agent,

instead of the server.

The agent checks if it is a valid ACK or not. This can be

done through verifying whether the acknowledge number from

the client matches the sequence number generated through the

SYN cookies function. If it is a valid ACK, it adds the source

address to the whitelist and starts a TCP spoofed handshaking

with the product server. That is, it sends a spoofed SYN packet

to the product server (Fig. 5(a)).

Upon receiving a spoofed SYN initiated by the agent, the

product server processes it by returning a SYN-ACK contain-

ing a server sequence number. Upon receiving the SYN-ACK

from the product server, the agent sends the spoofed ACK to

the server. At this point, a connection between the verified

client and the product server is established. All subsequent

data packets in between the verified client and product server

will go through the same agent to keep the connection alive.

The verified source address will be added to the whitelist.

Special Cases: It may happen that the data packet from a

client reaches the agent before the whitelist is updated. That

is, before the agent could add the source address from a SYN

or an ACK packet of the sender to the whitelist, a data packet

arrives at the agent. The agent should hold the packet until

it has finished a successful handshake with the client and the

product server. After that, it will forward the data packet to

the product server.

Another exceptional case is that sometimes a connection

can get terminated without any FIN packet exchange. Thus,

the agent needs some way to know when to remove a source

address from the whitelist. The agent will do this by main-

taining a timer. This works as follows: the agent starts a timer

whenever it adds a source address to the whitelist. The timer

is specific to that source address entry in the whitelist. When

the agent gets a packet from a valid source, i.e., from a source

that is in the whitelist, it checks whether it is a FIN packet

or not; if not, it resets the timer. The agent gets to remove a

source from the whitelist, if a timer expires.
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Fig. 5. These figures show the spoofed TCP handshaking with a real client
and an attack (a) exchange of SYN, SYN-ACK and ACK packets, (b) attack
scenario where a DoS attack is prevented.

Attack Scenario: The handshake procedure in the scenario
of an attack is shown in 5(b). When the dispatcher gets a

SYN packet from an attacker, it forwards the packet to a

corresponding agent. The agent sends a SYN-ACK with SYN

cookies. If the source address in the SYN packet is spoofed,

the SYN-ACK will be sent to an invalid IP address or an

incorrect source IP, and the real attacker would never receive

this SYN-ACK, which contains critical information to generate

a correct ACK packet. Then, the agent would not receive a

correct ACK back from the attacker, and SYN Flood attackers

would not get on the whitelist. As a result, the attacker’s traffic

would not be forwarded to the product server. This process

protects the product server.

On the other hand, if the attacker sends a fabricated ACK

to attempt to finish the handshaking, the agent verifies it is

not a valid ACK by checking its ACK number, then it drops

the packet. Any other type of packet whose source address is

not on the whitelist will be dropped by agent.

C. Deployment of Dynamic Agents

The purpose of using NFV in this idea of DDos mitigation

is to use dynamic virtual machines to implement all network

functions including agents. That is, the agents will be deployed

Fig. 6. The simulation topology.

dynamically according to the requirements. The number of

agents will change over time. An automated mechanism of

synthesizing this deployment plan will be solved in a future

research work. In the rest of this section, we briefly discuss

how the dispatcher deals with the increased or decreased

number of agents.

When new agents are added: The dispatcher executes a
dynamic load balancing to distribute the incoming packets

to the agents for inspection. The system will increase the

number of agents when there is a huge flow of packets. That is,

whenever there is an increased number of incoming packets,

the system will deploy new agents by creating more virtual

machines that run the functionality of an agent. The dispatcher

will then add new entries to include the new agents. For

example, it will add the new agent ID into the agent list for

the agent selection function to choose from. This way, the

dispatcher can send new SYN packets to the new agent.

When agents are removed: When there is a decrease of
inflow traffic, the system may decide to turn off some agents.

Before putting an agent to sleep, the system should send a

caveat to the dispatcher to notify the dispatcher that the agent

will be off list after a period of time. That is, it has to make

sure that the dispatcher does not allocate new flows to the

retiring agent. The exiting flows on the retiring agent will be

migrated to another agent. When the migration is done, the

agent is put into sleep mode until it is needed again.

IV. EVALUATION

Methodology: We develop a Java program to simulate the

proposed defense architecture. Fig. 6 shows the simulation

topology. For the proof of concept, we construct a network

consisting of 2 clients, 1 dispatcher, 5 agents, 1 switch, and 1

server. Client 1 generates normal (good) traffic only, and client

2 is responsible for sending SYN Floods attack (bad) traffic. In

our simulation, the normal traffic rate is 100 packets/second.

The maximum packet processing rate at the server is 200

packets/second. The packet handling rate at each agent is

1000 packets/second. The buffer size at both the sever and

agents are 200 packets. As described in Fig. 7(a), during the
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(a) (b) (c)

Fig. 7. (a) Attack plan of the experiment: SYN floods attack (10 times of good traffic volume) starts at time 10 and reaches max strength at time 15, (b)
The packet dropping rate for good traffic under SYN floods attack, and (c) The packet delay for good traffic under SYN floods attack.

simulation, client 1 keeps sending normal traffic at 100 pkts/s,

and client 2 starts sending SYN Floods attack traffic at time

10 second and increases the attack volume constantly until it

reaches 1000 pkts/s at time 15s. After that, the attack volume

maintains at 1000 pkts/s until the end of the simulation at time

30s. We choose two scenarios to compare with: the scenario

with our proposed VFence system and the scenario without

the proposed VFence system. We use the packets dropping

rate and the processing delay in the network to be the metrics

to evaluate the performance of the proposed VFence system.

Evaluation Results: Fig. 7(b) depicts the packets dropping
rate across the time of the entire simulation. We can see that

the attack traffic drastically increases the dropping rate (to

nearly 100%) of the normal traffic when there is no defense.

However, the dropping rate of normal traffic maintains at a

very low level even under attack when VFence is in place.

This is because VFence uses five agents (processing rate 5000

pkts/s) to block all the SYN floods so that only normal packets

eventually arrive on the product server.

Fig. 7(c) presents the delay of data packets in normal traffic.

The results show that the delay of normal traffic increases

drastically upon the arrival of attack traffic when no defense

is in place. We speculated the reason and found that the

product server buffer is filled quickly as soon as attack traffic

increases. However, when VFence is in place, packets delay is

maintained at low level. Both results demonstrate that VFence

is able to successfully defend the SYN Floods attack and

effectively protect the targeted server.

V. CONCLUSION

This paper introduces a novel solution based on the NFV

architecture to mitigate DDoS attacks. The defense mecha-

nism leverages the flexible feature of NFV that allows the

implementation of network functions dynamically according

to the requirements. Our mechanism creates DDoS traffic

filtering agents to handle external traffic to the targeted server.

External traffic is directed to one of the agents according to

a load-balancing idea and the agent forwards clean traffic to

the destination. Our evaluation results on SYN Floods attacks

demonstrate that the proposed solution can effectively reduce

the DDoS attack flow to the target server. In future, we would

like to develop an automated mechanism for planning dynamic

deployment of traffic filtering agents with the attack intensity.
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